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(54) Image information processing system and 
of AV data 

(57) A microprocessor used in an image information 
processing system is provided. The microprocessor in- 
cludes: decryption unit 59 for decrypting the encrypted 
compressed AV data; IDCT unit 58 for performing an 
inverse DOT to decompress the decrypted compressed 



microprocessor for the protected reproduction 



AV data; and microprogram memory 54 for storing mi- 
croprograms for executing the AV data reproduction in- 
struction which performs decryption and decompres- 
sion of the encrypted compressed AV data inseparably 
by useing the decryption unit 59 and IDCT unit 58. 
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Description 

BACKGROUND OF THE INVENTION 

(1) Field of the Invention 

This invention relates to a microprocessor and an 
image information processing system which include in- 
structions tor reproducing moving picture data for a 
movie and the Wke, more specifically to a microproces- 
sor and the like suitable for preventing illegal copy of 
digital works. 

(2) Description of the Prior Art 

Improvements in multimedia techniques have made 
it possible for image information processing systems 
such as personal computers to directly reproduce Audio 
Visual (AV) data such as moving pictures stored in CD- 
ROMs. The AVdata used here indicates multimedia da- 
ta which is a mixture of image data, voice data, program 
data, etc. Also, "reproduction" indicates that the AVdata 
is reproduced in a manner human being can see and 
hear 

Fig.1 is a block diagram showing the construction 
of a conventional image information processing system 
for reproducing the AV data. 

The conventional image information processing 
system is, for example, a system being mainly com- 
prised of an IBM PC/AT compatible computer This sys- 
tem includes speaker 60. CD-ROM 61, disk reproduc- 
tion drive 62. MPEG decoder 63. hard disk apparatus 
64, input unit 65. I/O bus 66. video signal processing 
unit 67, control unit 68, keyboard 69, mouse 70, and dis- 
play apparatus 71. 

CD-ROM 61 stores the AV data compressed under 
Moving Picture Expert Group 1 (MPEG 1) (AVdata com- 
pressed under MPEG is called MPEG data). 

Control unit 68 is comprised of a general-purpose 
microprocessor 681 connected to processor bus 682, 
bus l/F 683, and main memory 684 in which a reproduc- 
tion control program is loaded. 

MPEG decoder 63 is comprised of a multiplier and 
the like and is a card-type module that generates image 
data and voice data by decompressing the MPEG data, 
that is by performing an inverse encoding, an inverse 
quantization, an inverse Discrete Cosine Transform 
(DCT). MPEG decoder 63 is included in an expansion 
card box which is not shown in the drawings. 

Video signal processing unit 67 converts the image 
data and voice data input through I/O bus 66 into an 
image signal and a voice signal respectively, then out- 
puts the signals to display apparatus 71 and speaker 
60. Note that "data" indicates digital information, "signal" 
indicates analog information. 

Control unit 68 of the above constructed conven- 
tional image information processing system, on receiv- 
ing a reproduction instruction from a user through key- 



board 69 or mouse 70. allows input unit 65 to detect the 
instruction and reads MPEG data from CD-ROM 61 to 
main memory 684 by controlling disk reproduction drive 
62. 

5 Control unit 68 then sends the MPEG data to MPEG 
decoder 63 for decompression. Control unit 68 transfers 
the decompressed image data and voice data to video 
signal processing unit 67 to convert them to an analog 
image signal and an analog voice signal. The analog 

10 image signal and the analog voice signal are then output 
to display apparatus 71 and speaker 60. 

The conventional image information processing 
system achieves the reproduction of the AV data stored 
in CD-ROM 61 through interactive operations with the 

IS user 

However, the conventional image information 
processing system has the following problems. 

Firstly, the system requires an independent card 
module, or MPEG decoder 63. That is, to enjoy the re- 
production of the AV data, the user needs lo purchase 
an independent card module, namely, MPEG decoder 
63 as well as a general-purpose personal computer and 
install it to the expansion card box. Also, one slot of the 
expansion card box is occupied by the card module. 

Secondly, the conventional system has no moans 
to prevent illegal copies of the AV data (digital work) 
stored in CD-ROM 61 . With the above system, it is easy 
to copy the AV data from CD-ROM 61 to hard disk ap- 
paratus 64 or a write-enabled optical disk and the like 
and sell without a permission by the copyright owner. If 
the medium prices are raised to include the loss gener- 
ated by the copyright infringement, users will have great 
disadvantages. 

SUMMARY OF THE INVENTION 

It is therefore an object of the present invention to 
provkJe a microprocessor and an image information 
processing system which reproduce AV data without an 
independent card module such as an MPEG decoder 
and prevent illegal copies of such digital works. 

The above object is achieved by a microprocessor 
for executing an instruction loaded in a memory, the mi- 
croprocessor comprising; instruction fetch means for 
fetching the instruction from the memory; instruction de- 
code means for decoding the instruction fetched by the 
instruction fetch means, wherein the instruction includes 
an AV data reproduce instruction; and execute means 
for executing the instruction decoded by the instruction 
decode means, wherein the execute means comprises; 
an AV data reproduce unit for, when the instruction de- 
code means decodes the AV data reproduce instruction, 
inseparably executing a process of storing compressed 
AV data into the memory and a process of decompress- 
ing the compressed AV data of the memory. 

Since the microprocessor of the present invention 
includes an instruction dedicated to reproducing of com- 
pressed AV data, it is possible to construct the image 
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information processing system, namely, the soft decode 
system, which reproduces AVdata without an independ- 
ent card module such as an MPEG decoder 

Also, since the present microprocessor reads com- 
pressed AV data trom a record medium and the like and 
performs processes of loading and decompressing the 
read data inseparably it is possible to prevent illegal 
copies or malfunctions where compressed AV data is 
transferred before being decompressed. 

The above microprocessor may further comprise: 
operation mode storage means for storing an operation 
mode, wherein the operation mode is either of a first op- 
eration mode under which alt kinds of instructions may 
be executed and a second operation mode under which 
certain kinds of instructions may be executed. Wherein 
the instruction decoded by the instruction decode 
means includes an AV data store instruction and an AV 
data decompress instruction, wherein the instruction de- 
code means decodes the AV data store instruction only 
when the mode storage means stores the first operation 
mode, wherein the execute means further comprises; a 
storage unit for performing the process of storing com- 
pressed AV data into the memory when the instruction 
decode means decodes the AV data store instruction; 
and a decompress unit for performing the process of de- 
compressing the compressed AV data when the instruc- 
tion decode means decodes the AV data decompress 
instruction, wherein the AVdata reproduce unit updates 
the operation mode of the operation mode storage 
means to the first operation mode before performing the 
process of storing compressed AV data into the memory 
and the process of decompressing the compressed AV 
data respectively based on the AV data store instruction 
and the AV data decompress instruction. 

With the above construction, it is possible to prevent 
an illegal action, where the AV data store instruction is 
executed without the AV data decompress instruction 
being executed, by setting a limitation of updating the 
operation mode to the first operation mode. This is be- 
cause firstly, to execute the AV data store instruction in- 
dependently, the operation should be the first operation 
mode, and secondly, the AVdata reproduce instruction, 
which has no limitation on the operation mode, performs 
processes of loading and decompressing the AV data 
inseparably. 

In the above microprocessor, the instruction decod- 
ed by the instruction decode means may include an AV 
data read instruction and an AV data decrypt inslruclion. 
wherein the execute means further comprises: a read 
unit for reading encrypted compressed AV data from an 
external apparatus when the instruction decode means 
decodes the AV data read instruction; and a decrypt unit 
for decrypting the encrypted compressed AV data when 
the instruction decode means decodes the AV data de- 
crypt instruction, wherein the AV data reproduce unit 
performs the process of reading encrypted compressed 
AV data and the process of decrypting the encrypted 
compressed AV data respectively based on the AV data 



read instruction and the AV data decrypt instruction be- 
fore performing the process of storing compressed AV 
data into the memory. 

With the above construction, tapping of com- 
5 pressed AV data while the AV data is being read is pre- 
vented since the compressed AVdata has been encrypt- 
ed before the present microprocessor reads the data 
from the external apparatus. It is possible to prevent an 
illegal action where the decrypted compressed AVdata 
10 is transferred to another apparatus without being de- 
compressed since the AV data reproduce instruction 
performs processes of decrypting and decompressing 
the encrypted compressed AV data inseparably 

The above object is also achieved by an image in- 
formation processing system comprising: an AV data 
read apparatus for reading digital data from an external 
medium, encrypting the digital data if the digital data is 
compressed AV data, and outputting the encrypted 
compressed AV data; an AV output apparatus for receiv- 
20 ing image data and voice data, converting the image da- 
ta and voice data respectively into an image signal and 
a voice signal, and displaying an image and outputting 
a voice; a control apparatus, comprising the microproc- 
essor and the memory described in Claims 1 and 3, for 
2S converting the encrypted compressed AV data output 
from the AV data read apparatus into the image data 
and the voice data and transferring the image data and 
the voice data to the AV output apparatus. 

With the above construction, it is possible to 
30 achieve the image information processing system which 
reproduces AV data by executing the os_call instruction 
without an independent card module such as an MPEG 
decoder and prevents illegal copies of such digital 
works. 

35 In the above microprocessor, the execute means 
may further comprise: a microprogram storage unit for 
prestoring at least a microprogram corresponding to 
each instruction decoded by the instruction decode 
means, wherein the AV data reproduce unit performs 
40 the process of storing compressed AV data into the 
memory and the process of decompressing the com- 
pressed AV data based on the microprogram prestored 
in the microprogram storage unit. 

With the above construction. It is possible to prevent 
•^5 an illegal action where an interrupt request is issued and 
the compressed AV data is used for another purpose 
\vithout being decompressed after being stored. This is 
because the AV dala reproduce instruction is achieved 
as a microprogram. 
so In the above microprocessor.the AVdata reproduce 
unit may perform a process of decrypting encrypted 
compressed AV data to generate the compressed AV 
data before performing the process of storing the com- 
pressed AV data into the memory. 
55 With the above construction. It is possible to prevent 
an illegal action where an interrupt request is issued and 
the encrypted compressed AV data is used for another 
purpose without being decompressed after being de- 
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crypted. It is also possible to avoid a problem that an 
interrupt request is not received for a longtime since the 
above process may be separated from a process of 
reading encrypted compressed AV data from an exter- 
nal apparatus. 

In the above microprocessor, the AV data reproduce 
unit may read the encrypted compressed AV data before 
performing the process of decrypting the encrypted 
compressed AV data. 

With the above construction, it is possible to 
achieve a convenient AV data reproduce instruction 
which performs a series of reproduction processes in- 
cluding reading, decrypting, and decompressing of en- 
crypted compressed AV data from a record medium. 

The above object is also achieved by an image in- 
formation processing system comprising: an AV data 
read apparatus for reading digital data from an external 
medium, encrypting the digital data if the digital data is 
compressed AV data, and outputting the encrypted 
compressed AV data: an AV output apparatus for receiv- 
ing image data and voice data, converting the image da- 
ta and voice data respectively into an image signal and 
a voice signal, and displaying an image and outputting 
a voice; a control apparatus, comprising the microproc- 
essor and the memory described in Claims 1 and 7, for 
converting the encrypted compressed AV data output 
from the AV data read apparatus into the image data 
and the voice data and transferring the image data and 
the voice data to the AV output apparatus. 

With the above construction, it is possible to 
achieve the image information processing system which 
reproduces AV data based on the microprogram stored 
in the microprocessor without an independent card 
module such as an MPEG decoder and prevents illegal 
copies of such digital works. 

The above object is also achieved by a microproc- 
essor tor executing an instruction loaded in a memory, 
the microprocessor comprising: instruction fetch means 
for fetching the instruction from the memory; instruction 
decode means for decoding the instruction fetched by 
the instruction fetch means; wherein the instruction in- 
cludes an AVdata read instruction, wherein the instruc- 
tion decode means comprises a privilege infringement 
monitor unit for judging whether a privilege infringement 
has occurred if the instruction fetched by the instruction 
fetch means is the AV data read instruction, and stoping 
decoding of the AV data read instruction it the privilege 
infringement monitor unit judges that the privilege in- 
fringement has occurred; and execute means for exe- 
cuting the instruction decoded by the instruction decode 
means, wherein the execute means comprises: an AV 
data read unit for, when the instruction decode means 
decodes the AV data read instruction, reading com- 
pressed AV data from an external medium and storing 
the read compressed AV data into the memory. 

With the above construction, it becomes easier to 
prevent a copyright infringement of digital works by an 
illegal action or a malfunction since compressed AVdata 



is read from an external medium only when a privilege 
infringement does not occur. 

In the above microprocessor, the privilege infringe- 
ment monitor unit, comprising an operation mode stor- 
5 age unit for storing information specifying a current op- 
eration mode of the microprocessor, may judge that the 
privilege infringement has not occurred if the instruction 
fetched by the instruction fetch means is the AV data 
read instruction and if the information stored in the op- 
10 eration mode storage unit specifies an operation mode 
under which only instructions for processing AV data 
may be executed. 

With the above construction, the AV data is proc- 
essed only under the third operation mode which is dif- 
is ferent from the conventional user mode or supervisor 
mode. This makes it easier to protect a digital work stor- 
ing compressed AV data from the illegal usage. 

In the above microprocessor, the instruction decod- 
ed by the instruction decode means may further include 
20 an AV data transfer instruction, wherein the execute 
means further comprises a transfer unit for, if the instruc- 
tion decode means decodes the AV data transfer in- 
struction, transferring the compressed AV data from the 
memory to a specified location, wherein the execute 
25 moans further comprises: an area storage unit for stor- 
ing information which specifies a predetermined AVdata 
area of the memory; and an access area monitor unit 
for judging whether the specified location is in the pre- 
determined AV data area by referring to an address of 
30 the specified location and stopping the transferring of 
the compressed AV data to the specified location. 

With the above construction, it is possible to prohibit 
an illegal action where a user not having an authority 
reads compressed AV data secretly from a memory 
35 since a specific area in the memory can be used as a 
protect memory. 

In the microprocessor, the access area monitor unit 
may stop transferring of the compressed AV data by cut- 
ting an output of an address signal output by the micro- 
40 processor 

With the above construction, accesses to the pro- 
tect memory is prohibited physically. This prevents ille- 
gal actions and malfunctions even tighter 

The above object is also achieved by an image tn- 
45 formation processing system comprising: an AV data 
read apparatus for reading digital data from an external 
medium, encrypting the digital data if the digital data is 
compressed AV data, and outputting the encrypted 
compressed AVdata; an AV output apparatus for recetv- 
50 ing image data and voice data, converting the image da- 
ta and voice data respectively into an image signal and 
a voice signal, and displaying an image and outputting 
a voice; a control apparatus, comprising the microproc- 
essor and the memory described in Claims 1 and 1 2. for 
ss converting the encrypted compressed AV data output 
from the AV data read apparatus into the image data 
and the voice data and transferring the image data and 
the voice data to the AV output apparatus 
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With the above construction, it is possible to 
achieve the image information processing system which 
prevents Illegal copies and malfunctions not only by 
checking the address in the memory to be accessed but 
by checking the operation mode and the instruction s 
type. 

The above object is also achieved by an image in- 
formation processing system comprising; a first storage 
means for storing a reproduction control program for re- 
producing compressed AV data, wherein the reproduc- w 
tion control program includes a set of encrypted instruc- 
tions and a set of not-encrypted instructkDns, wherein 
each of the encrypted instructions includes an instruc- 
tion for dealing with the compressed AV data and each 
of the not-encrypted instructions Includes a call instruc- is 
tton for moving an execution control to an encrypted in- 
struction; and a microprocessor which comprises exe- 
cute means for executing an instruction stored in the first 
storage means, wherein the execute means comprises: 
an execution prohibil unit for prohibiting Ihe call instruc- 20 
tion from being executed based on a signature code in- 
cluded in the call instruction; and a decrypt unit for de- 
crypting the set of encrypted instructions before the set 
of encrypted instructions are executed. 

With the above construction, instructions which aro 2S 
to deal with compressed AV data are encrypted. To ex- 
ecute such an instruction, the signature code is re- 
quired. Accordingly, it is possible, by managing the sig- 
nature code secretly, to prohibit an illegal action where 
a user not having an authority uses compressed AVdata 30 
for another purpose without reproducing the data by il- 
legally using or modifying the reproduction control pro- 
gram. 

In the image information processing system, the ex- 
ecution prohibit unit may judge whether an instruction 3S 
to be executed generates a privilege infringement and 
prohibits the instruction from being executed if the exe- 
cution prohibit unit judges that the instruction generates 
the privilege infringement. 

With the above construction, it is possible to further 40 
improve the safety since illegal actions are prohibited 
not only by monitoring the operation mode but by en- 
crypting the instructions. 

The above image information processing system 
may further comprise: second storage means, wherein 4S 
the microprocessor further comprises an operation 
mode storage unit for storing information specifying a 
current operation mode of the microprocessor, wherein 
the execution prohibit unit prohibits the instruction from 
being executed if the instruction is to access the second so 
storage means and if the information stored in the op- 
eration mode storage unit specifies an operation mode 
under which instructions for processing AV data arc pro- 
hibited from being executed. 

With the above construction, the second storage ss 
means is a protect memory dedicated to AV data. This 
enables the prohibition of illegal copies and malfunc- 
tions to be achieved by monitoring the type of memory 
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to be accessed. 

The above image information processing system 
may further comprise: an AV data read apparatus for 
reading compressed AV data from an external medium 
and outputting the compressed AV data; an AV output 
apparatus for receiving image data and voice data, con- 
verting the image data and voice data respectively into 
an image signal and a voice signal, and displaying an 
image and outputting a voice; wherein the microproces- 
sor, based on the reproduction control program, con- 
verts the compressed AV data output from the AV data 
read apparatus into the image data and the voice data 
and transferring the image data and the voice data to 
the AV output apparatus. 

With the above construction, the copyrights of dig- 
ital works are tightly protected from illegal actions or 
malfunctions based on encrypting of the reproduction 
control program, monitoring of the privilege infringement 
by checking the operation mode, monitoring of the type 
of the memory to be accessed, etc. 

As is described above, the present invention 
achieves the image information processing system 
which reproduces AV data based on the microprogram 
stored in the microprocessor without an independent 
card modulo such as an MPEG decoder and prevents 
illegal copies of such digital works. Today, the practical 
merits of the present system are great, when the sound 
development of the multimedia industry is required. 

DESCRIPTION OF THE DRAWINGS 

These and other objects, advantages and features 
of the invention will become apparent from the following 
description thereof taken in conjunction with the accom- 
panying drawings which illustrate a specific embodi- 
ment of the invention. In the drawings: 

Fig.1 is a block diagram showing the construction 
of the conventional image information processing 
system; 

Fig.2 shows an appearance of the image Informa- 
tion processing system of the first embodiment; 
Fig. 3 is a block diagram showing the construction 
of the present image information processing sys- 
tem; 

Figs.4(a)-4{f) show the physical format of DVD- 
ROM 31; 

Figs.5(a)-(b) show the logical format of DVD-ROM 
31; 

Fig. 6 is a block diagram showing the construction 
of disk reproduction drive 35; 
Fig.7 is a block diagram showing the construction 
of microprocessor 371 ; 

Fig.8 shows the construction of status register 561 ; 
Fig. 9(a) shows the format of the instruction; 
Fig. 9(b) shows the types of instructions and the cor- 
responding privilege levels which are stored in mi- 
croprogram memory 54; 



BNSDOCID: <EP 0794487A2 I .> 



5 



9 



EP 0 794 487 A2 



10 



Fig. 1 0(a) shows the prcx;ess flow of microprocessor 
371 when the os_call instruction is executed; 
Fig. 10(b) shows the format of descriptors 84 which 
make up descriptor table 81 shown in Fig. 10(a); 
Fig.ll shows some of the os_call#n instructions in- 5 
eluded in the present image information processing 
system and the operations; 
Fig. 12 is a flowchart showing the procedure of re- 
producing AV data by the present image information 
processing system; 

Fig. 13 shows a screen displayed on display appa- 
ratus 71 when the AV data is reproduced as above; 
Fig. 14 shows the instructions and microprograms 
corresponding to the instructions stored In micro- 
program memory 104 of the second embodiment; 
Fig. 15 is a flowchart showing the procedure of the 
present image information processing system when 
the play_av instruction is executed; 
Fig. 16 shows the instructions and microprograms 
corresponding to Ihe instructions stored in micro- 20 
program memory 114 of the third embodiment; 
Fig. 17 is a flowchart showing the procedure of the 
present image information processing system when 
the read_av instruction and the play_av instruction 
arc oxccutod; 

Fig. 1 8 is a block diagram showing the construction 
of instruction decoding unit 151 of microprocessor 
371 of the image information processing system of 
the fourth embodiment; 

Fig. 1 9 shows the format of the instruction executed 50 
by microprocessor 371 of the fourth embodiment; 
Fig.20 shows the operation modes and the instruc- 
tions whose executions are permitted under the op- 
eration modes; 

Fig. 21 shows the types of instructions and the cor- 55 
responding privilege levels which are stored in mi- 
croprogram memory 154; 

Fig. 22 shows the relation between area manage- 
ment register 156 and main memory 374; 
Fig. 23 is a block diagram showing the construction 40 
of the image information processing system of the 
fifth embodiment; 

Fig. 24 is a block diagram showing the construction 
of disk reproduction drive 350; 

Figs.25(a)-(c) show the program sets loaded into -^5 
first main memory 377; 

Fig. 25(d) shows the contents of the instructions 
stored in first main memory 377; 
Fig. 26 is a block diagram showing the construction 
of microprocessor 376; and 

Fig. 27 shows a table stored in instruction executing 
unit 553 showing the relation between instructions 
and privilege levels required to execute the instruc- 
tions. 



DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

The following is the description of preferred embod- 
iments of the image information processing system and 
the microprocessor of the present invention with refer- 
ence to the drawings. 

*1. First Embodiment 



*1.1 Construction of Image Information Processing 
System 

Fig.2 shows an appearance of the image informa- 
tion processing system of the present embodiment. 

Fig. 3 is a block diagram showing the construction 
of the present image information processing system. 

The present imago information processing system 
comprises speaker 60, DVD(Digital Versatile/ Video 
Disk)-ROM 31, disk reproduction drive 35, video signal 
processing unit 67, hard disk apparatus 64, input unit 
65, I/O bus 66, video signal processing unit 67. control 
unit 37, keyboard 69, mouse 70. and display apparatus 
71 . Anr>ong the above elements, 60, 64-67, 69-71 are 
the same as those shown in Fig.1 . 

*1.1.1 DVD-ROM 31 

DVD-ROM 31 is a phase-change type optical disk 
having about 5GB of storage capacity and provides the 
data transfer rate five times as that of CD-ROM 61 . Due 
to the performance, MPEG2 is adopted as the method 
for compressing the AV data stored in DVD-ROM 31 . 
MPEG2 can reproduce moving pictures with higher 
quality than those reproduced by MPEG1 . In the present 
embodiment, DVD-ROM 31 stores a nrK>vie of more than 
two hours and the like. 

Figs.4(a)-4(l) show a construction for storing phys- 
ical data, the construction being called the physical for- 
mat of DVD-ROM 31 . 

As shown in Fig. 4(a), data-recorded of DVD-ROM 
31 consists of a set ot sectors 10 which are minimum 
units of writing or reading data. 

As shown in Fig.4(b), each sector includes, from the 
beginning, a header area of 12 bytes, a user data area 
of 2.048 bytes, and an error detection code area of four 
bytes. 

The user data area stores user data 14. The user 
data is divided into AV data, non-AV data^ and file man- 
agement information 21 . where the AV data and non-AV 
data are called digital data. non-AV data is, for example. 



The image information processing system of the 
first embodiment reproduces the AV data, the system 
being characterized by a microprocessor including in- 
structions dedicated to decoding of MPEG data and a 
program construction for preventing the illegal copy of 
works. 
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program data which does not include image data nor 
voice data, and file management information 21 is infor- 
mation for the filing system in which files are managed 
with such a construction as a plurality of sectors 10 
make up a file, a plurality of files a directory. s 

The sector header area stores, in order, a sector 
address 11, which is address information for identifying 
sectors 1 0, an error correcting code 1 2 of the sector ad- 
dress 11, and a Copy Generation f^anagement System 
(CGMS) control data 13 used when the sector reproduc- io 
tion is controlled. 

As shown in Fig.4(c), the CGMS control data 13 is 
comprised of a data attribute code 13, CGMS data 17, 
and reservation 18. 

Fig. 4(d) shows data attribute code 16 and the clas- is 
sitication of data attnbute code 16. 

Data attribute code 16 has one byte. Data anribute 
code 16 is "Olh" (h indicates hexadecimal notation) in- 
dicates that the AV data is recorded in the user data area 
of the sector 10; "OOh* indicates that a data attribute is 20 
not specified. 

Fig. 4(e) shows the construction of the CGMS data. 
The CGMS data has 1 byte, of which upper 2 bits are 
called a CGMS code 19. The CGMS code specifies a 
use form of the digital data stored in tho user data area 2S 
of the sector. 

Fig.4(f) shows the classification of CGMS code 1 9. 

CGMS code 19 is information specifying whether 
copying of digital data stored in the user data area is 
permitted. CGMS code "00" indicates a copy permitted, 30 
"10" a one-generation copy permitted, and "11" a copy 
prohibited. 

Figs.5(a)-(b) show a logical construction of the re- 
corded data called the topical format of DVD-ROM 31 . 

As shown in Fig.5{a), at the first place of the data- 3s 
recorded is file management information 21 , then follow 
files 22-26. The "^ile" indicates a unit which includes a 
plurality of sectors and is used to manage the sectors 
in groups. The file management information includes the 
attribute of each file. The file management information 4o 
may also include information used to manage files in 
units of- directories. 

Fig.5(b) shows a tree of the file/directory construc- 
tion in the present embodiment. 

The ovals 27 and 28 in the drawing indicate direc- 4s 
tories, the rectangles 22-26 files. In this example, 
DVD_VIDEO directory 28 and File1.DAT 22 and 
File2.DAT 23 are linked to ROOT direclory 28, and three 
files, namely, Moviel.VOB 24, Movie2.VOB 25. and 
Movie3.VOB26are linked to the DVD_ VI DEO directory, so 

Note that in the present embodiment, a naming 
standard is applied to the files storing AV data (herein- 
after called AV files). That is. file names with extension 
VOB are regarded as AV files. A directory named 
DVD_VIDEO is a directory dedicated to storing AV data, ss 
Moviel.VOB 24. Movie2.VOB 25. and Movie3.VOB 26 
are AV files. Therefore. File1.DAT 22 and File2.DAT 23 
are files not storing AV data (hereinafter called non-AV 



files). 

M.1.2 I/O Bus 66 

I/O bus 66 is an internal bus of the present image 
information processing system and is, for example, a 
digital interface called ATAP (AT Attachment Packet In- 
terface). I/O bus 66 connects to control unit 37, input 
unit 65, hard disk apparatus 64, disk reproduction drive 
35, and video signal processing unit 67. 

*1 .1 .3 Hard Disk Apparatus 64 

Hard disk apparatus 64, being a magnetic record 
apparatus having storage capacity of 1 GB, stores a re- 
production control program, which is to be loaded into 
main memory 374 in control unit 37. and is a copy des- 
tination of the digital data in DVD-ROM 31 . 

*1.1.4 Input Unil 65 

Input unit 65 is an interface circuit for receiving in- 
structions from the user which are input through mouse 
70 or keyboard 69. 

*1 .1 .5 Disk Reproductton Drive 35 

Disk reproduction drive 35 reads digital data from 
DVD-ROM 31 according to instructions from control unit 
37. 

Fig.6 is a block diagram showing a construction of 
disk reproduction drive 35. 

As shown in the drawing, disk reproduction drive 35 
includes optical head 410, data reproducing circuit 401 , 
CGMS control data memory 402, user data memory 
403, CGMS data identify circuit 404, I/O bus control cir- 
cuit 405, encryption circuit 406, internal data bus 407, 
control bus 408, and microprocessor 409. 

Data reproducing circuit 401, on receiving a speci- 
fied sector number from microprocessor 409. reads dig- 
ital data (sector data 11-15) from a sector 10 of DVD- 
ROM 31 specified by the sector number through optical 
head 410 by controlling the disk drive apparatus. Of the 
read sector data 11-15. user data 14 and CGMS control 
data are respectively stored in user data memory 403 
and CGMS control data memory 402. 

CGMS control data memory 402 is a RAM for tem- 
porarily storing CGMS control data 1 3 read out by data 
reproducing circuit 401. 

User data memory 403 is a RAM for temporarily 
storing user data 1 4 read out by data reproducing circuit 
401. 

CGMS data identify circuit 404 roads CGMS control 
data 13 from CGMS control data memory 402, judges 
whether the user data attribute stored in user data mem- 
ory 403 is "not specified." "AV data." etc. by referring to 
data attribute code 16 of CGMS control data 13, and 
notifies microprocessor 409 of the judgement result. 
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CGMS data identify circuit 404 also judges whether the 
user data copy limitation information stored in user data 
memory 403 is "copy permitted." "one-generation copy 
permitted," or "copy prohibited" by referring to CGMS 
data 17 of CGMS control data 13, and notifies micro- 
processor 409 of the judgement result. 

I/O bus control circuit 405 is an interface circuit con- 
necting to disk reproduction drive 35 and I/O bus 66 and 
transmits/receives commands and data. 

Encryption circuit 406 performs data encryption un- 
der Data Encryption Standards (DES) by using internal- 
ly held secret key data. More specifically, encryption cir- 
cuit 406, on receiving an instruction from microproces- 
sor 409, reads user data 1 4 from user data memory 403, 
encrypts the user data, and returns the encrypted data 
to user data memory 403. 

Internal data bus 407 is a data transfer path through 
which data read by data reproducing circuit 401 is trans- 
ferred and through which data input/output by I/O bus 
control circuit 405 via I/O bus 66 is transferred. 

Control bus 408 is a data transfer path through 
which instructions issued from microprocessor 409 are 
transferred and the process result information and the 
like sent respectively from circuits 401-406 is trans- 
ferred. 

Microprocessor 409 controls disk reproduction 
drive 35 according to the command received by I/O bus 
control circuit 405. 

The following is a description of the control by mi- 
croprocessor 409 for, for example, the dsk_read com- 
mand and the dsk_read_av command, where the 
dsk_read command is used to read non-AV data record- 
ed in DVD-ROM 31 and the dsk„read_av command is 
used to read AV data. 

Microprocessor 409. on judging that an input com- 
mand is "dsk^read" for data reading, reads digital data 
from a sector of DVD-ROM 31 specified by the sector 
number attached to the command by controlling data re- 
producing circuit 401. The read digital data is divided 
into CGMS control data 1 3 and user data 1 4 then these 
pieces of data are respectively stored in CGMS control 
data memory 402 and user data memory 403. 

After the above process, microprocessor 409 in- 
structs CGMS data identify circuit 404 to judge whether 
user data 1 4 stored in user data memory 403 is AV data. 
It the user data 14 is non-AV data, microprocessor 409 
transfers the user data to the destination indicated by 
the destination information allached to the above com- 
mand by controlling I/O bus control circuit 405. If the us- 
er data 14 is AV data, microprocessor 409 converts the 
whole user data (2.048 bytes) into NULL data as a cop- 
yright protection process and transfers the NULL data 
to the destination by controlling I/O bus control circuit 
405. 

Microprocessor 409, on judging that an input com- 
mand is *'dsk_read_av" for AVdata reading, reads digital 
data from a sector of DVD-ROM 31 specified by the sec- 
tor number attached to the command by controlling data 



reproducing circuit 401 . The read digital data is divided 
into CGMS control data 1 3 and user data 14 then these 
pieces of data are respectively stored in CGMS control 
data memory 402 and user data memory 403. 

5 After the above process, microprocessor 409 en- 
crypts the whole user data (2,048 bytes) in user data 
memory 403 by controlling encryption circuit 406. Micro- 
processor 409 changes the unit of data transfer to 2,054 
bytes and, by controlling I/O bus control circuit 405, 

10 transfers to the destination 2,054 bytes of digital data 
which is a total of CGMS control data 1 3 (6 bytes) stored 
in CGMS control data memory 402 and user data 14 
(2.048 bytes) stored in user data memory 403. 

IS *1 .1 .6 Video Signal Processing Unit 67 

Video signal processing unit 67, being comprised of 
a video RAM, a D/A converter, etc., converts image data 
and voice data input through I/O bus 66 into an image 
20 signal and a voice signal respectively, then outputs the 
converted signals to display apparatus 71 and speaker 
60. 

*1.1.7 Control Unit 37 

2S 

Control unit 37 achieves interactive operations with 
the user, reproduction of AV data stored in DVD-ROM 
31 , copying of non-AV data from DVD-ROM 31 to hard 
disk apparatus 64 or the like by controlling elements 35, 
30 64. 65, and 67 of the present image Information process- 
ing system. 

Control unit 37, as shown in Fig. 3, is comprised of 
microprocessor 371, processor bus 372, bus l/F 683, 
and main memory 374. 

35 

*1. 1.7.1 Processor Bus 682 

Processor bus 682, connecting to microprocessor 
371 , bus l/F 683, and main memory 374. is a two-bit bus 
40 having a higher data transfer speed than I/O bus 66. 

*1.1.7.2 Bus l/F 583 

Bus l/F 683 is an interface circuit connecting control 
45 unit 37 and I/O bus 66 together. 

*1.1.7.3 Main Memory 374 

Main memory 374, being a RAM, temporarily stores 
so an AV data reproduction control program and an oper- 
ating system (a program for controlling program activa- 
tion, task management, file processing and the like) 
which arc specific to the present image information 
processing system and loaded from hard disk apparatus 
55 64. Main memory 374 is also used as a data buffer when 
dta is transferred between the apparatuses connected 
to I/O bus 66. 
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* 1.1.7.4 Microprocessor 371 

Microprocessor 371. being achieved in a one-chip 
LSI. includes the instruction sets described below which 
are specific to the present image information processing 
system, as well as such instruction sets as being includ- 
ed in general-purpose microprocessors. Microproces- 
sor 371 performs core controls of the present image in- 
formation processing system. 

Fig.7 is a block diagram showing the construction 
of microprocessor 371. Microprocessor 371 is mainly 
comprised of instruction decoding unit 51 and instruc- 
tion executing unit 55. 



*1. 1.7.4.1 Instruction executing unit 55 

Instruction executing unit 55, being a circuit for ex- 
ecuting calculations and the like based on the control by 
instruction decoding unit 51 . is comprised of register set 
56, ALU 57, DCT 58, and decryption unit 59. 

Register set 56 is a set of 64 32-bit registers, includ- 
ing status register 561 which stores the operation mode 
of microprocessor 371 . 

Fig.9 shows the construction of status register 561 , 

Status register 561 stores the operation mode of mi- 
croprocessor 371. Each operation mode is represented 
by one bit. If the bit is one, microprocessor 371 is in the 
user mode, it zero, in the supervisor nnode. 

In the user mode, microprocessor 371 executes on- 
ly instructions of privilege level 0 (such instructions are 
called "user instructions"); in the supen/isor mode, exe- 
cute instructions of privilege level 1 (such instructions 
are called "supervisor instructions") as well as those of 
privilege level 0. 

Status register 561 also outputs the above opera- 
tion mode bit to instruction decoding unit 51 as flag sig- 
nal 49. 

ALU 57 performs arithmetic logical operations using 
data stored in register set 56. 

IDCT unit 58, being comprised of a sum -of -products 
operation circuit and the like, performs an inverse DCT 
using register set 56. Inverse DCT is a main process in 
decoding MPEG data. 

Decryption unit 59 is a circuit for performing an in- 
verse conversion (decryption) corresponding to the en- 
cryption performed by encryption circuit 406. 

*1. 1.7.4.2 Instruction decoding unit 51 

Instruction decoding unit 51 decodes instructions 
stored in main memory 374 and controls instruction ex- 
ecuting unit 55 and bus l/F 683 based on the decoded 
instructions and is comprised of instruction register 52, 
instruction decoder 53, microprogram memory 54, and 
program counter 45. 

Instruction register 52 fetches an instruction in main 
memory 374 from a location specified by an address 
held by program counter 45 and stores the fetched in- 



struction. 

Fig.9(a) shows the format of the instruction. 
Each instruction consists of an instruction code and 
an operand. The instruction code consists of an instruc- 
5 tion identification code and a status. The instruction 
identification code specifies an instruction type. The sta- 
tus specifies an execution condition and includes one 
bit representing the privilege level. An instruction with 
privilege level 0 is a user instruction; instruction with 
TO privilege level 1 a supervisor instruction. 

Instruction decoder 53 decodes the instruction 
stored in instruction register 52 and is comprised of a 
gate circuit and a sequencer and the like More specifi- 
cally, instruction decoder 53 lets microprogram memory 
'5 54 output control signal 46 or 48 by outputting address 
information to microprogram memory 54 according to 
an instruction stored in instruction register 52. 

Instruction decoder 53 receives flag signal 49 from 
instruction executing unit 55. If flag signal 49 is "0" (user 
20 mode), instruction decoder 53 decodes only user in- 
structions and performs a certain error handling process 
for supervisor instructions; if "1" (supervisor mode), de- 
codes all kinds of instructions. 

Program counter 45 holds an address of the instruc- 
2S tion to bo oxocutod next stored in main memory 374. 
Program counter 45 updates the address each time in- 
struction decoder 53 decodes an instruction. : 

Microprogram memory 54, being a ROM prestoring 
microprograms (sets of microcodes) corresponding to 
30 the instructions, on receiving an address from instruc- 
tion decoder 53, outputs a microcode corresponding to 
the address as control signal 46 to instruction executing 
unit 55 and bus l/F 683 to execute a calculation and the 
like specified by the instruction. 
3S Fig. 9(b) shows the types of instructions and the cor- 
responding privilege levels which are defined in micro- 
program memory 54. 

The instruction set includes instructions specific to 
the present microprocessor 371 ("read_av," 
40 "decrypt_av," and "decode_mpeg") as well as data 
transfer instructions "move," "read." and "write." a cal- 
culation instruction "add," and control instructions "stop. 
• "reset," seek," "os_call," and "os return" which are in- 
cluded in general-purpose microprocessors. 
^5 Main instructions among the above instructions are 
described below. 

The stop instruction, a supervisor instruction, is a 
control instruction for temporarily stopping the operation 
of microprocessor 371. 
^0 The reset instruction, a supervisor instruction, is a 
control instruction for setting microprocessor 371 to the 
initial state at power on. 

The road instruction, a user instruction, is a transfer 
instruction for reading non-AV data from an apparatus 
55 connected to I/O bus 66 to main memory 374. Note that 
the dsk_read instruction for disk reproduction drive 35 
is output from control unit 37 based on the read instruc- 
tion. 
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The read_av instruction, a supervisor instruction, is 
a transfer instruction for reading AV data fronn an appa- 
ratus connected to I/O bus 66 to main memory 374. Note 
that the dsk read_av instruction for disk reproduction 
drive 35 is output from control unit 37 based on the 
read_av instruction. 

The seek instruction, a user instruction, is a control 
instruction for moving optical head 41 0 of disk reproduc- 
tion drive 35 to a read-out position on DVD-ROM 31. 
Generally, this instruction is executed before the read 
instruction or the read av instruction is issued. 

Thedecrypt-av instruction, a supervisor instruction, 
is a calculation instruction for reading digital data loaded 
in main memory 374 into register set 56 in sequence, 
decrypting the digital data by ALU 57 and decryption unit 
59, and returning the results to main memory 374. 

The decode_mpeg instruction, a user instruction, is 
a calculation instruction for reading MPEG data loaded 
in main memory 374 into register set 56 in sequence, 
decompressing the MPEG data (inverse encoding, in- 
verse quantization, inverse OCT) by ALU 57 and IDCT 
unit 58, and returning the results, namely, image data 
and voice data, to main memory 374. 

The write instruction, a user instruction, is a transfer 
instruction tor outputting data from main memory 374 to 
I/O bus 66. The image data and voice data obtained by 
the decode_mpeg instruction are transferred to video 
signal processing unit 67 by this instruction. 

The os_call instruction, a user instruction, is a 
branch instruction for transferring control from the user 
program to the operating system. 

The os_return instruction, a supervisor instruction, 
is a branch instruction for transferring control from the 
operating system to the user program. 

The general idea of the os_call and os_return in- 
structions are described below. 

Fig. 1 0(a) shows the process flow of microprocessor 
371 when the os_call instruction is executed. 

Fig. 10(b) shows the format of descriptors 84 which 
make up descriptor table 81 shown in Fig. 10(a). 

The- operating system (OS) 82 appearing in this 
drawing is a set of system routines 83 stored in main 
memory 374. Each system routine 83 often includes su- 
pervisor instructions. User program 86 is a program 
stored in main memory 374 specific to the user and calls 
a plurality of system routines 83. Descriptor table 81 is 
a data table stored in main memory 374 and is a set of 
descriptors 84. Each descriptor 84 includes an OS entry 
address 85 indicating an address of system routine 83. 

As shown in Fig. 1 0(a), microprocessor 371 . on rec- 
ognizing that the instruction to be executed next is the 
OS call instruction from the address of program counter 
45 (step 1 ). temporarily saves the operation mode of sta- 
tus register 561 and the address of program counter 45 
to main memory 374 and changes the operation mode 
in status register 561 from the user mode to the super- 
visor mode (step 2). 

Microprocessor 371 then refers to the call number 



#n specified by the os_call instruction, refers to the dis- 
scriptor in descriptor table 81 corresponding to the 
number to read the OS entry address 85. and stores the 
OS entry address 85 Into program counter 45 (steps 3 
5 and 4). 

Control then moves from user program 86 to OS 82 
to execute system routine 83 (steps 5 and 6). 

Microprocessor 371, on decoding the last instruc- 
tion, namely, theos_return instruction, returns the oper- 
10 ation mode tostatus register 561 and the address to pro- 
gram counter 45 from main memory 374 which have 
been saved in step 2 (step 7). This allows control to re- 
turn to the user program at the place immediately after 
the os_call instruction. Note that the operation mode re- 
75 turns to the user mode from the supervisor mode since 
status register 561 restores the previous operation 
mode. 

Fig. 11 shows some of the os_call#n instructions in- 
cluded in the present image information processing sys- 
20 lem and the operations. 

The os_call*98 instruction, having alias '•PLAY_AV, 
" is a system routine for performing the reproduction of 
AV data, which is the basic function of the present image 
information processing system and executes, in se- 
25 quonco, the four instructions: rcad_av, decry pt_av, 
decode_mpeg, and write. 

The os_call#99 instruction, having alias "COPY in- 
struction," is a system routine for copying non-AVdata 
and executes, in sequence, the two instructions read 
30 and write. 

*1 .1 7.4.3 Operation of Microprocessor 371 

The operation of microprocessor 371 constructed 
35 as above is described as follows. 

Program counter 45 has an address of the instruc- 
tion to be executed next for user program 86 loaded in 
main memory 374. 

Instruction register 52 fetches the instruction spec- 
40 ified by program counter 45. 

Instruction decoder 53 judges whether the execu- 
tion of the instruction is permitted by comparing the priv- 
ilege level of the fetched instruction with flag signal 49 
(current operation mode) sent from instruction execut- 
45 ing unit 55. 

If not permitted, a certain error handling process is 
performed; if permitted, the addresses of the micropro- 
grams corresponding to the instruction are output lo mi- 
croprogram memory 54 in sequence. 
50 In this way, microprocessor 371 prevents a privilege 
infringement, namely, an execution of the supervisor in- 
struction under the user mode, by monitoring the privi- 
lege level of the fetched instruction. 

Meanwhile, microprocessor 371 includes micropro- 
55 gram memory 54 which defines the read_av instruction 
and decrypt av instruction as the supervisor instructions. 
Accordingly, the user cannot create nor execute a pro- 
gram in which these instructions are used independent- 
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ly. The user, for example, cannot execute an application 
program for copying AV data from main memory 374 to 
hard disk apparatus 64 by using the read_av instruction 
and the write instruction. 

The read . av instruction and the decrypt., av instruc- s 
tion, on the other hand, are provided for the user as parts 
of system routine "PLAY_AV" in OS 82. Therefore, the 
user can create and execute a program including sys- 
tem routine -PLAY.AV." In this case, the read_av in- 
struction and the decrypt_av instruction are inseparably io 
executed. The user, for example, can create and exe- 
cute a program including the reproduction of AV data; 
not an application program which executes only data 
transfers (copying), namely, reading and writing of AV 
data. 



*1. 1.7.5 Initial Operation of Control Unit 37 

Initial operation of control Unit 37 constructed as 
above is described below. 20 

When the present image information processing 
system is turned on. control unit 37 loads OS 82 and 
user program 86 from hard disk apparatus 64 into main 
memory 374. The OS 82 includes system routines 83 
such as "PLAY.AV- and "COPY" as shown in Fig.ll. The 25 
user program 86 includes routines for performing gen- 
eral processes (interactive operations between the 
present image information processing system and the 
user) as well as the routines for calling "PLAY AV" and 
-COPY- - 3^ 

Control unit 37, on detecting that DVD-ROM 31 has 
been loaded into disk reproduction drive 35, loads file 
management information 21 from DVD-ROM 31 into 
main memory 374 under control of OS 82. Control unit 
37 calculates the record address in DVD-ROM 31 for 3S 
each file name by searching the file management infor- 
mation 21 under IS013346. 



*1 .2 Operation of Image Information Processing System 

Now. the operation of the present image information 
processing system constructed as above is described. 

The description is divided into two parts: reproduc- 
tion of AV data; and copy of non-AV data. 

M .2. 1 Reproduction of AV Data 
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Fig. 12 is a flowchart showing the procedure of re- 
producing AV data by the present image information 
processing system. so 

Control unit 37. on detecting by controlling display 
apparatus 71 the request from the user to reproduce AV 
data, starts executing "os_call#98 (PLAY.AV)" of user 
program 86. 

Instruction decoding unit 51, on judging that the ss 
fetched instruction is system routine ''PLAY_AV,' saves 
the operation mode from status register 561 to main 
memory 374, then updates the value of status register 



561 so that the operatbn mode changes from the user 
mode to the supen/isor mode. This makes flag signal 
49. which is output from instruction executing unit 55 to 
instruction decoding unit 51. indicate the supen/isor 
mode (S1201). 

Instruction decoding unit 51 saves the value of pro- 
gram counter 45 to main memory 374 and stores OS 
entry address 85 of descriptor 84 corresponding to 
''os_call#98" in descriptor table 81 into program counter 
45. This means the entry address of system routine 
"PLAY.AV" of OS 82 is stored in program counter 45 
(si 202). 

Instruction decoding unit 51 reads the read_av in- 
struction, which is at the beginning of system routine 
-PLAY AV, - into instruction register 52 by referring to the 
value of program counter 45 (si 203). 

Instruction decoder 53 judges whether the execu- 
tion of the read av instruction stored in instruction reg- 
ister 52 is permitted under the current operation mode 
The read_av inslruclion is the supervisor instruction In- 
struction decoder 53. having detected from flag signal 
49 input from instruction executing unit 55 that micro- 
processor 371 is currently in supen/isor mode, judges 
that the execution of the read.av instruction is permitted 
(s1 204 and si 205). 

Instruction decoder 53 outputs the address of the 
microprogram corresponding to the read_av instruction 
to microprogram memory 54. Microprogram memory 54 
transfers the AV data read instruction (dsk_read_av) to 
disk reproduction drive 35 by outputting the microcodes 
specified by the address in sequence to bus l/F 683. 

Disk reproduction drive 35 reads the digital data 
specified by the AV data read instruction (dsk read av) 
from DVD-ROM 31 . The read digital data is divided into 
CGMS control data 13 and user data 14 then these piec- 
es of data are respectively stored in CGMS control data 
memory 402 and user data memory 403. Disk reproduc- 
tion drive 35 encrypts the digital data stored in user data 
memory 403 by using encryption circuit 406 and outputs 
to control unit 37 the data in a data transfer unit of 2,054 
bytes which is a total of the CGMS control data (6 bytes) 
and the user data (2.048 bytes). In this way encrypted 
MPEG data is stored in main memory 374 of control unit 
37 (s1207-(1)). 

Instruction decoding unit 51 of control unit 37 incre- 
ments the address value of program counter 45 then 
reads the decrypt_av instruction into instruction reqister 
52 (si 203). 

Instruction decoder 53 judges whether execution of 
the decrypt_av instruction stored in instruction register 
52 is permitted under the current operation mode. The 
decrypt_av instruction is the supervisor instruction. In- 
struction decoder 53. having detected from flag signal 
49 input from instruction executing unit 55 that micro- 
processor 371 is currently in supervisor mode, judges 
that the execution of the decrypt_av instruction is per- 
mitted (s1 204 and si 205). 

Instruction decoder 53 outputs the address of the 
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microprogram corresponding to the decrypt_av instruc- 
tion to microprogram memory 54. Microprogram mem- 
ory 54 decrypts the encrypted MPEG data stored in 
main memory 374 by outputting the microcodes speci- 
fied by the address in sequence to instruction executing s 
unit 55 (s1 207 -(2)). 

Instruction decoding unit 51 further increments the 
address value of program counter 45 then reads the 
decode_mpeg instruction into instruction register 52 
(si 203). 10 

Instruction decoder 53 judges whether execution of 
the decode_mpeg instruction stored in instruction reg- 
ister 52 is permitted under the current operation mode. 
Instruction decoder 53 judges that the execution of the 
decode_mpeg instruction is permitted since the instruc- is 
tton is the user instruction (si 204 and s1205). 

Instruction decoder 53 outputs the address of the 
microprogram corresponding to the decode_mpeg In- 
struction to microprogram memory 54. Microprogram 
memory 54 decodes crypts the decrypted MPEG data 20 
stored in main memory 374 by outputting the microco- 
des specified by the address in sequence to instruction 
executing unit 55 to convert the data into image data 
and voice data (s1207-(3)). 

Instruction decoding unit 51 further increments the 25 
address value of program counter 45 then reads the 
write instruction into instruction register 52 (s1203). 

Instruction decoder 53 judges whether execution of 
the write instruction stored in instruction register 52 is 
permitted under the current operation mode. Instruction 30 
decoder 53 judges that the execution of the write instruc- 
tion is permitted since the instruction is the user instruc- 
tion (si 204 and si 205). 

Instruction decoder 53 outputs the address of the 
microprogram corresponding to the write instruction to 3S 
microprogram memory 54. Microprogram memory 54 
outputs the image data and voice data stored In main 
memory 374 to video signal processing unit 67 by out- 
putting the microcodes specified by the address in se- 
quence to bus l/F 683. 40 

Video signal processing unit 67 converts the input 
image data and voice data into an image signal and a 
voice signal then outputs the signals to display appara- 
tus 71 and speaker 60 for image and voice outputs 
(s1207-(4)). 45 

At the last stage in this process, the os_return in- 
struction, which is the last instruction in the system rou- 
tine PLAY_AV. is executed (si 208). 

Instruction decoding unit 51, on decoding the 
os_return instruction, returns the operation mode from so 
main memory 374 to status register 561 . The operation 
mode having been saved is the user mode. This makes 
flag signal 49, which is output from instruction executing 
unit 55 to Instruction decoding unit 51 , indicate the user 
mode (si 209). ss 

Instruction decoding unit 51 returns the address val- 
ue having been saved in main memory 374 to program 
counter 45 to allow control to return to user program 86 
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which has called the os_call#98 instruction (si 210). 

Fig. 1 3 shows a screen displayed on display appa- 
ratus 71 when the AV data is reproduced as above. 

As shown in Fig. 1 3. a scene of a shooting star in a 
movie is displayed on MPEG moving picture display ar- 
ea 73 in display area 72 of display apparatus 71 . Control 
panel 74 and mouse pointer 75 are displayed at the 
same time In the lower-left part of display area 72. The 
user can reproduce AVdata in an interactive manner by 
clicking the buttons on control panel 74 with mouse 70. 

*1 .2.2 Copy of Non-AV Data 

Now, the operation of the present image information 
processing system In copying non-AV data is described, 
mainly on the parts of it different from those in reproduc- 
ing AV data. 

Control unit 37, on detecting by controlling display 
apparatus 71 the request from the user to reproduce 
non-AV data, starts executing '•os_caH#99 (COPY)" of 
user program 86. 

The operation of microprocessor 371 Is not limited 
by the operation mode since system routine "COPY" is, 
as shown in Fig. 11 , comprised of only user instructions 
(the road instruction and the write Instruction). 

Instruction decoding unit 51. on decoding the write 
instruction, writes the digital data in control unit 37 to the 
copy destination apparatus such as hard disk apparatus 
64. specified by the data read Instruction (dsk_read) 
from DVD-ROM 31 . The read digital data is divided Into 
CG MS control data 1 3 and user data 1 4 then these piec- 
es of data are respectively stored in CGMS control data 
memory 402 and user data memory 403. 

Microprocessor 409 judges whether the user data 
stored in user data mennory 403 is AV data by using 
CGMS data Identify circuit 404. If judged as non-AV da- 
ta, microprocessor 409 outputs the user data to control 
unit 37. 

If judged as AV data, microprocessor 409 converts 
the user data 1 4 Into NULL data as a copyright protec- 
tion process and outputs the NULL data to control unit 
37. 

Instruction decoding unit 51 , on decoding the write 
instruction, writes the digital data sent to control unit 37 
to a copy destination apparatus, for example, hard disk 
apparatus 64, specified by the write instruction. 

In this way, the present image information process- 
ing system, on receiving a user request to copy a non- 
AV file, copies the specified file if the file consists of non- 
AV data; virtually prevents the specified file from being 
copied by converting the data into NULL data if the file 
consists of AV data. This procedure is executed for pre- 
venting the copyright Infringomont where the user ille- 
gally copies an AV files although the user is permitted 
to copy only non-AV files. 
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*1.3 Summary 

As is described above, microprocessor 371 of the 
present image informatior* processing system includes 
instructions suitable for reproducing f^PEG data 5 
("read_av," '•decrypt_av, " "decode.mpeg," and the like) 
as well as instructions included in general-purpose mi- 
croprocessors. The present image information process- 
ing system works as a highly functional AV data repro- 
ducing system due to the simple application programs io 
including such instructions and accordingly does not re- 
quire such an independent card module as MPEG de- 
coder 63 which has been required in conventional image 
information processing system. This makes it easier to 
achieve a reproduction system with decoding by soft- is 
ware instead of conventional decoding by hardware. 

In the present image information processing sys- 
tem, the read_av, decry pt_av, and decode_mpeg in- 
structions are inseparably executed in a system routine 
83, the read_av instruction being used to read AV data 20 
stored in DVD-ROM 31, the decrypt_av instruction to 
decrypt the read AV data, and the decode_mpeg in- 
struction to decode the decrypted AV data. Accordingly, 
the above construction prevents the illegal action or the 
malfunction whoro the MPEG data stored in DVD-ROM 2S 
31 is copied to another apparatus without being decod- 
ed, which is a worst case where compressed MPEG da- 
ta is used for another purpose without being decom- 
pressed. 

In the present image information processing sys- 30 
tern, the AVdata output from disk reproduction drive 35 
has been encrypted. This prevents illegal reading of AV 
data through I/O bus 66 or illegal use of AV data remain- 
ing in main memory 374 without being decrypted after 
being read from disk reproduction drive 35 for some rea- 3S 
son. 

Microprocessor 371 of the present embodiment de- 
fines the read_av instruction as the supen^isor instruc- 
tion and is executed only when microprocessor 371 is 
in the supervisor mode. As a result, microprocessor 371 40 
does not execute the read_av instruction since user pro- 
gram 86 operates under the user mode even if the 
read_av instruction is executed separately from MPEG 
data decoding due to an error in user program 86. This 
prevents a malfunction where an AV file is read into main ^5 
memory 374 without being reproduced as images. 

Microprocessor 371 of the present embodiment de- 
fines the decrypl_av instruction as the supervisor in- 
struction and is executed only when microprocessor 371 
is in the supervisor mode, the decrypt_av instruction be- so 
ing used to decrypt encrypted digital data. As a result, 
microprocessor 371 does not execute the decrypt_av 
instruction since user program 86 operates under the 
user mode even it digital data being transferred remains 
in main memory 374 or hard disk apparatus 64 and the ss 
decrypt_av instruction is executed separately from 
MPEG data decoding due to an error in user program 
86. This prevents a malfunction where an AV file is de- 



crypted without being reproduced as images. 

In the present embodiment, microprocessor 371 is- 
sues the AV data read instruction (dsk_read_av) to disk 
reproduction drive 35 via I/O bus 66 during the execution 
of the read .av instruction of system routine "PLAY . AV 
" However, the present invention is not limited to such a 
route. Disk reproduction drive 35 may include, for ex- 
ample, an independent circuit for issuing the AV data 
read instruction so that the issuance of the AV data read 
instruction is prevented by inputting a signal line indicat- 
ing the operation status of microprocessor 371 to the 
independent circuit when microprocessor 371 is in the 
user mode. 

In the present embodiment, system routine 
"PLAY^AV" includes the write instruction. However, the 
write instruction may not be Included in system routine 
"PLAY.AV." This is because the case where encrypted 
and compressed MPEG data remains in main memory 
374 is avoided if at least each of the read_av and 
decrypl_av instructions is executed together with the 
decode_mpeg instruction. However, it is not realistic to 
record the whole decoded AV data into a secondary 
storage apparatus since the amount of the AV data is 
great. Therefore, it is thought that for general application 
programs, system routine •PLAY_AV of tho present 
embodiment including the write instruction is conven- 
ient. 

*2. Second Embodiment 

The image infornnation processing system of the 
second embodiment is described below, the system be- 
ing characterized by a microprocessor for executing the 
AV data reproduction instruction comprised of micropro- 
grams for preventing the illegal copy of works. 

*2.1 Construction of Image Information Processing 
System 

The construction of the present image infornnation 
processing system of the second embodiment is basi- 
cally the same as that of the first embodiment other than 
microprogram memory 104 which includes micropro- 
grams different from those of microprogram 54 of the 
first embodiment. 

*2. 1 . 1 Microprogram Memory 1 04 

Fig. 14 shows the instructions and microprograms 
corresponding to the instructions stored in micropro- 
gram memory 1 04. 

As shown in the drawing, the play_av instruction 
1041 is comprised of four main microprograms for exe- 
cuting the following processes; (1) reads encrypted 
MPEG data from DVD-ROM 31 to main memory 374 by 
issuing the dsk_read_av instruction to disk reproduction 
drive 35; (2) decrypts the read MPEG data; (3) decodes 
the decrypted MPEG data; and (4) transfers the image 
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data and voice data obtained through the decoding to 
video signal processing unit 67 

The play_av instruction 1041 is defined as the user 
instruction. 

The read av instruction and decrypt , av instruction 
defined in microprogram memory 54 of the first embod- 
iment are not defined the present embodiment. That is, 
the read_av, decrypt_av, and decode_mpeg instruc- 
tions, which are defined in the first embodiment as in- 
dependent instructions, are combined into a play_av in- 
struction in the second embodiment. 

*2.2 Operation of image Information Processing System 

Fig. 15 is a flowchart showing the procedure of the 
present image information processing system when the 
play_av instruction in user program 86 is executed. 

Instruction register 52 fetches the play_av instruc- 
tion from main memory 374 (si 301). 

Instruction decoder 53 judges whether the execu- 
tion of the play_av instruction stored in instruction reg- 
ister 52 is permitted under the current operation mode 
(si 302). 

Instruction decoder 53 judges that the execution of 
the play_av instruction is permitted sinco the operation 
mode is the user mode and the play_av instruction is 
the user instruction (si 303). 

Instruction decoder 53 outputs the address of the 
microprogram corresponding to the play_av instruction 
to microprogram memory 104 (si 305). 

Microprogram memory 1 04 outputs the series of mi- 
croprograms of the play_av instruction according to the 
input addresses (si 305). 

Control unit 37 executes as follows; (1) reads en- 
crypted MPEG data from DVD-ROM 31 to main memory 
374 by issuing the dsk read_av instruction to disk repro- 
duction drive 35; (2) decrypts the read MPEG data; (3) 
decodes the decrypted MPEG data; and (4) transfers 
the image data and voice data obtained through the de- 
coding to video signal processing unit 67 (si 306). 

In this way, the user can reproduce AV data through 
interactive operations with the present image informa- 
tion processing system as in the first embodiment. 

*2.3 Summary 

As is described above, microprocessor 371 of the 
present embodiment uses a ""play^av" instruclion de- 
fined in microprogram memory 104 which performs the 
same operation as that of system routine ''PLAY_AV" of 
the first embodiment, and the read_av instruction and 
the decry pt_av instruct bn are not defined in micropro- 
gram memory 104 of the present embodiment. 

Accordingly, the user cannot separate the reading 
of AV data from disk reproduction drive 35 and decrypt- 
ing of it from decoding of it. That is, the user can read 
and decrypt MPEG data of disk reproduction drive 35, 
but not copy MPEG data, having been compressed with- 



out MPEG decoding, to another apparatus, which is an 
illegal action 

The image information processing systems of the 
present embodiment and the first embodiment have in 

5 common, namely, preventing the illegal copy of digital 
works and the copyright infringement by a malfunction. 
However, they differ in the level of protection. 

The image infornnation processing system of the 
first embodiment operates on the assumption that the 

10 illegal person does not have means for changing the op- 
eration mode to the supervisor mode and that the mal- 
function occurs in the user mode, (n contrast, the 
present embodiment need not assume as above to pre- 
vent such illegal actions and copyright infringement. 

15 The reason for the above is that in the present em- 
bodiment, the "play_av'' instruction itself is defined as 
the user instruction and that the processes of reading, 
decrypting, and decoding of AV data are written as in- 
separable processes in a ROM, called microprogram 

20 memory 104, in microprocessor 371. 

Accordingly, the user cannot execute micropro- 
grams of the "play^av" instruction partially, nor change 
the contents of microprogram memory 1 04. 

An interrupt request input from an external appara- 

2B tus to microprocessor 371 is received by instruction do- 
coder 53 after the execution of an instruction completes, 
that is, after the execution of all the microprograms of 
the instruction completes. Therefore, the above three 
processes are not executed separately even when an 

30 interrupt request is issued during an execution of the 
"play.av" instruction. 

In the present embodiment, disk reproduction drive 
35 encrypts a piece of digital data, namely, a piece of 
AV data to be transferred, then outputs the encrypted 

35 digital data to control unit 37. Control unit 37 decrypts 
and decodes the digital data with the MPEG decoding. 
As a result, system routine PLAY_AV dedicated to im- 
age reproduction includes a microprogram that decrypts 
encrypted data. However, system routine PLAY_AV 

40 may not require such a decryption process if the system 
routine executes reading of AV data and MPEG decod- 
ing inseparably as far as disk reproduction drive 35 out- 
puts not-encrypted AV data. 

In the present embodiment, microprogram 104 

45 (joes not store the read_av instruction of the first em- 
bodiment. However, microprogram 104 may store the 
read_av instruction as the supervisor instruction only to 
prevent the case where user program 86 reads AV data 
without decoding the AV data with the MPEG decoding. 

50 

*3. Third Embodiment 

The imago information processing system of the 
third embodiment is described below, the system being 
55 a modification of the second embodiment and being 
characterized by a method for avoiding a case where 
an interrupt request is not received for a long time. 
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*3.1 Construction of Image Information Processing 
System 

The construction of the present image information 
processing system of the third embodiment is basically 
the same as that of the second embodiment other than 
microprogram memory 114 which includes micropro- 
grams different from those of microprogram 104 of the 
first embodiment. 

*3. 1.1 Microprogram Memory 114 

Fig. 16, corresponding to Fig. 14 of the second em- 
bodiment, shows the instructions and microprograms 
corresponding to the instructions stored in micropro- 
gram memory 1 1 4. 

In the second embodiment, as shown in Fig. 14. the 
play av instruction 1041 is comprised of tour main mi- 
croprograms for executing the respective processes. In 
the present embodiment, as shown in Fig. 16, the 
play_av instruction 1 042 is comprised of three main mi- 
croprograms for executing the following processes; (1) 
decrypts MPEG data read into main memory 374; (2) 
decodes the decrypted MPEG data; and (3) transfers 
the image data and voice data obtained through the de- 
coding to video signal processing unit 67. 

Also, in the present embodiment, the read_av in- 
struction, which is not defined in the second embodi- 
ment, is defined in microprogram memory 114. 

The read_av instruction of the present embodiment 
is equivalent to that of the first embodiment and is com- 
prised of the microprograms for reading encrypted 
MPEG data from DVD-ROM 31 by issuing the 
dsk_read_av instruction to disk reproduction drive 35. 

As understood from the above description, the 
play_av instruction 1041 of the second embodiment is 
divided into the read_av instruction 1141 and the 
play_av instruction 1142 of the present embodiment. 

Note that the read_av instruction and the play_av 
instruction are defined as the user instructions. 

. An interrupt request input from an external appara- 
tus to microprocessor 371 is received by instruction de- 
coder 53 after the execution of an instruction completes, 
that is. after the execution of all the microprograms of 
the instruction completes, which is the same as in the 
second embodiment. 

*3.2 Operation of Image Information Processing System 

Fig. 17 is a flowchart showing the procedure of the 
present image information processing system when the 
read_av instruction and the play_av instruction in user 
program 86 arc executed. 

When the read_av instruction in user program 86 is 
fetched by microprocessor 371. the microprograms of 
the read av instruction is executed (si 400). This allows 
control unit 37 to output the AV data read instruction 
(dsk_read_av) to disk reproduction drive 35. The en- 



crypted AV data read from disk reproduction drive 35 is 
stored in main memory 374 (si 400). 

When the execution of the microprograms of the 
read_av instruction completes, instruction decoder 53 
s judges whether an interrupt request has been issued 
(si 401). If issued, an interrupt handling process is per- 
formed (si 409). In this case, another process is per- 
formed between the processes for the read av and 
play_av Instructions since there is a waiting time after 
10 the read_av instruction Is executed to issue the AV data 
read instruction (dsk_read_av) to disk reproduction 
drive 35 and before the AV data is output from disk re- 
production drive 35 then finally be stored in main mem- 
ory 374 (si 409). 

IS After the encrypted AV data is stored in main mem- 
ory 374, the play_av instruction in user program 86 is 
read out to instruction register 52 (si 402). 

Instruction decoder 53 judges whether the execu- 
tion of the play_av instruction is permined underthe cur- 

20 rent operation mode (si 403 and si 404). Instruction de- 
coder 53 judges that the execution is permitted since 
the current operation mode is the user mode, which is 
specified by flag signal 49 sent from instruction execut- 
ing unit 55, which is also apparent from the fact that user 

2S program 86 is currently executed, and the playjav in- 
struction is the user instruction. 

Instruction decoder 53 outputs the address of the 
microprograms corresponding to the play_av instruction 
to microprogram memory 114 (s1406)- 

30 Microprogram memory 1 1 4 outputs a microcode be- 
ing comprised of the series of microprograms of the 
play_av instruction according to the input address 
(si 407). This allows the encrypted AV data to be de- 
crypted and decoded with MPEG decoding to generate 

35 image data and voice data. The image data and voice 
data are transferred to video signal processing unit 67 
and images and voices are output (s1407(1 )-(3)) 

Instruction decoder 53 checks to see if an interrupt 
request has been issued after the execution of the mi- 

40 croprograms of play_av instruction completes (si 408). 
If issued, an interrupt handling process is executed 
(S1410), 

•3.3 Summary 

45 

As is described above, different from the second 
embodiment, the read av instruction for reading encrypt- 
ed MPEG data and the play_av instruction for reproduc- 
ing the read MPEG data are defined in microprogram 

so memory 114 as independent instructions. This shortens 
the waiting time before an interrupt request is executed, 
compared to the second embodiment. With this im- 
provement, in a parallel execution of AV data reproduc- 
tion and other processes, the realtime operation is im- 

55 proved. 

As the second embodiment, the third embodiment 
prevents such illegal actions or copyright infringement 
as copying the decrypted MPEG data to another appa- 



15 



BNSDOCID: <EP ...0794487A2 I > 



29 



EP 0 794 487 A2 



30 



ratus without decoding with MPEG decoding by using 
an interrupt request since the decryption of encrypted 
MPEG data and MPEG decode are defined as the in- 
separable microprograms in the play„av instruction. 

In the present embodiment, microprogram memory 5 
114 does not store the decrypt_av instruction of the first 
embodiment. However, microprogram 114 may store 
the decrypt_av instruction as the supervisor instruction 
only to prevent the case where user program 86 reads 
AV data without decoding the AV data with the MPEG io 
decoding. 

The play_av instruction of the present embodiment 
includes a microprogram for transferring data to video 
signal processing unit 67. However, the play_av instruc- 
tion may not include the microprogram if the play_av in- is 
struction at least includes the processes of decrypting 
encrypted data and MPEG decoding. This is because 
such an arrangement is enough for such application cre- 
ators as think that only the copyright of MPEG data 
should be protected since it is not realistic lo record the 20 
whole MPEG-decoded AVdata, whose amount is great, 
into a secondary storage apparatus. 

In all of the above embodiments, control unit 37 in- 
cludes IDCT (Inverse Discrete Cosine Transform) unit 

58 in microprocessor 371 as a circuit dedicated to 2S 
MPEG decoding of AVdata. However, the IDCT unit 58 
may be replaced with DSP (Digital Signal Processor) or 
the like as far as control unit 37 performs MPEG decod- 
ing. Furthermore, it is needless to say such a dedicated 
circuit may not be necessary if microprocessor 371 itself 30 
has a high operation performance. In these embodi- 
ments, IDCT unit 58 is a dedicated circuit in microproc- 
essor 371. However. IDCT unit 58 (or DSP) may be 
achieved in an independent peripheral chip as a dedi- 
cated circuit assisting the MPEG decoding. 35 

Similarly, control unit 37 includes decryption unit 59 
in microprocessor 371 as a circuit decated to decryption 
of AV data. However, the decryption unit 59 may be re- 
placed with DSP or the like as far as control unit 37 per- 
forms the decryption. Furthermore, it is needless to say 40 
such a dedicated circuit may not be necessary if micro- 
processoY 371 itself has a high operation performance. 
In these embodiments, decryption unit 59 is a dedicated 
circuit in microprocessor 371. However, decryption unit 

59 (or DSP) may be achieved in an independent periph- ^5 
eral chip as a dedicated circuit assisting the decryption. 

In all of the above embodiments, disk reproduction 
drive 35 oulpuls NULL dala if it receives the dala read 
instruction (dsk_read) which requests AV data to be out- 
put, as a copyright protection process. However in- so 
stead, the output of the AV data may be stopped. 

In all of the above embodiments, control unit 37 
transfers imago and voice data to video signal process- 
ing unit 67 via I/O bus 66 after MPEG decoding. How- 
ever, another data transmission path may be used in- ss 
stead of I/O bus 66. A dedicated data line, for example, 
may be set between control unit 37 and video signal 
processing unit 67 so that the image and voice data are 



transferred via the dedicated data line. 

*4. Fourth Embodiment 

The image infornnation processing system of the 
fourth embodiment is described below, the system being 
characterized by a method for preventing accesses to 
a specific data area. 

*4.1 Construction of Image Information Processing 
System 

The construction of the present image information 
processing system of the fourth embodiment is basically 
the same as that of the first embodiment other than in- 
struction decoding unit 151 replacing instruction decod- 
ing unit 51 of the first embodiment. 

*4.1.1 Instruction decoding unit 151 

Fig. 18 is a block diagram showing the construction 
of instruction decoding unit 151 of microprocessor 371 
of the present image information processing system. 

Instruction decoding unit 151 is comprised of in- 
struction register 152, instruction decoder 153, micro- 
program memory 154. operand address register 155, 
area management register 156. AV mode monitoring 
unit 157, operation mode register 158, and program 
counter 145. 

Operation mode register 158 stores information 
used to identify the current operation mode of micro- 
processor 371 . The operation mode is divided into three 
modes: supervisor mode, user mode, and AV mode. 

The user mode allows user program 86 to run and 
prohibits the execution of certain instructions. 

The supervisor mode allows the operation system 
to run and does not prohibit any instruction executions. 
There are such instructions as may interrupt the opera- 
tion of microprocessor 371 such as the STOP instruction 
for stopping the operation of microprocessor 371 and 
the RESET instruction for resetting the status. For such 
instructions, the privilege level is set to the supervisor 
mode so that such instructions are used only by the op- 
erating system. 

The AV mode is an operation mode dedicated to 
processing of AV data. More specifically the AV mode 
allows the instructions the execution of which is prohib- 
ited in Ihe user mode to be executed. The inslruclions 
the execution of which is prohibited in the user mode 
are: execution of an instruction for obtaining AV data 
(digital) and loading the obtained AV data into main 
memory 374; execution of an instruction for decrypting 
the encrypted digital data of main memory 374; calcu- 
lation for MPEG decoding; execution of an instruction 
for transferring image and voice data obtained through 
MPEG decoding to video signal processing unit; etc. 

Instruction register 152 fetches an instruction from 
main memory 374 from a location specified by the ad- 
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dress value of program counter 145. 

Fig. 1 9, corresponding to Fig. of the first embod- 
iment, shows the format of the instruction executed by 
microprocessor 371 of the present embodiment. 

The format of the present embodiment differs from s 
that of the first embodiment in that the privilege level has 
two bits for specifying any of the above three modes. 
The instruction with privilege level "2" is called the AV 
mode instruction. 

Instruction decoder. 153 judges whether a privilege ic 
infringement occurs by comparing the privilege level of 
the instruction stored in instruction register 152 with the 
operation mode stored in operation mode register 158. 

Fig.20 shows the operation modes and the instruc- 
tions whose executions are permitted under the opera- is 
tion modes. 

Instruction decoder 153 judges that a privilege in- 
fringement has happened if. under an operation mode, 
instruction register 152 fetches an instruction other than 
the instructions shown in the right-hand column of the 20 
mode. If judged as a privilege infringement, the instruc- 
tion is not decoded and only a certain error handling 
process is performed. 

If judged as not a privilege infringement, instruction 
decoder 1 53 decodes the instruction fetched by instruc- 2S 
tion register 1 52 and outputs in sequence to micropro- 
gram memory 154 the addresses in microprogram 
memory 1 54 of the microprograms that are internal pro- 
grams of microprocessor 371 . 

Microprogram memory 154 prestores microcodes 30 
called microprograms for controlling the ALU unit and 
the register set. The microcodes are signals that directly 
control the components of microprocessor 371 such as 
data transfers between registers, calculation instruc- 
tions, and comparison. 35 

Fig. 21 , corresponding to Fig. 9(b) of the first embod- 
iment, shows the types of instructions and the corre- 
sponding privilege levels which are defined in micropro- 
gram memory 1 54. 

The fourth embodiment differs from the first embod- 40 
iment in that the read_av instruction and the decrypt_av 
instruction are defined as the AV mode instructions. 

Operand address register 1 55 stores addresses in 
instructions register 152 of the operands (hereinafter 
called operand addresses) used in the instructions. 

Area management register 156 stores information 
that specifies a certain area called the AV data area in 
main memory 374. 

Fig. 22 shows the relation between area manage- 
ment register 1 56 and main memory 374. so 

Area management register 156 stores a pair of the 
starting address and the size of the AV data area storing 
AV data. 

If the operand address stored in operand address 
register 155 is in an area managed by area manage- ss 
ment register 156; AV mode monitoring unit 157 lets an 
operand address pass and reach main memory 374 only 
when operation mode register 1 58 stores the AV mode; 



otherwise AV mode monitoring unit 1 57 does not let the 
operand address pass. 

If the operand address stored in operand address 
register 1 55 is out of the area managed by area man- 
agement register 156. AV mode monitoring unit 157 lets 
all operand addresses pass and reach main memory 
374 regardless of the value stored in operation mode 
register 158. 

*4.2 Operation of Microprocessor 371 

The operation of microprocessor 371 constructed 
as above is described bebw. 

Instruction register 1 52 fetches an instruction spec- 
ified by program counter 145 used in user program 86 
loaded into main memory 374. 

Instruction decoder 1 53 then judges whether a priv- 
ilege infringement occurs by comparing the privilege 
level of the instruction stored in instruction register 1 52 
with the operation mode stored in operation mode reg- 
ister 158. 

If judged as a privilege infringement, the instruction 
is not decoded and only a certain error handling process 
is performed. 

If judged as not a privilege infringement, instruction 
decoder 153 decodes the instruction fetched by instruc- 
tion register 152 and outputs in sequence to micropro- 
gram memory 154 the addresses in microprogram 
memory 154 of the microprograms that are internal pro- 
grams of microprocessor 371 . 

Suppose, here, that the current operation mode is 
the user mode and that the write instruction is executed 
to access AV data outside the AV data area. 

AT this stage, from the above conditions, operation 
mode register 158 stores information indicating the user 
mode and operand address register 155 stores an ad- 
dress in the AV data area. 

Instruction decoder 153 judges that a privilege in- 
fringement does not occur since the current operation 
mode is the user mode and the write instruction is the 
user instruction and starts executing the write instruc- 
tion. 

On the other hand. AV mode monitoring unit 157 
prohibits the operand address from being output to main 
memory 374 since the operand address stored in oper- 
and address register 1 55 is in the AV data area and the 
value of operation mode register 158 indicates the user 
mode. 

With this construction, microprocessor 371 is pro- 
hibited from accessing the AV data area by the user in- 
struction such as the write instruction. That is, data is 
read/written into/from the AV data area only when the 
operation mode is AV mode and the AV instruction is 
executed. 

*4.3 Summary 

As is described above, microprocessor 371 of the 
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present embodiment runs under the AV mode as well 
as under the supervisor mode or the user mode. The 
execution of instructions dedicated to processing of AV 
data is permitted only under the AV mode. This makes 
it easier to limitate the execution of instructions dedicat- 
ed to processing of AV data, achieving the image infor- 
mation processing system suitable for the copyright pro- 
tection of digital works using MPEG data and the like. 

AV mode monitoring unit 1 57 prohibits the accesses 
to the AV data area under a non-AV mode even if an 
instruction without the privilege infringement. Accord- 
ingly, accesses to a certain area in main memory 374 is 
limited. With this construction, for example, when en- 
crypted MPEG data read from DVD-ROM 31 is stored 
in the AV data area after being decrypted, the MPEG 
data is prohibited from being copied to another appara- 
tus illegally with the write instruction. 

In the present embodiment, the starling address 
and the size, which can be set in area management reg- 
ister 156, are not limited. However these values may 
be fixed. 

It is needless to say that the instructions for chang- 
ing the values of area management register 156 should 
be the AV instructions and the supervisor instructions. 

In the present embodiment, the instructions permit- 
ted under the supervisor mode are the supervisor in- 
structions and the user instructions. However, the AV 
instructions may also be permitted. 

AV mode monitoring unit 1 57 is included in micro- 
processor 371. However. AV mode monitoring unit 157 
may be achieved in another construction. A signal line, 
for example, is formed to output the operation mode of 
microprocessor 371 externally and an external circuit is 
formed to compare the value of the signal line with the 
operand address output from microprocessor 371 and 
with the value stored in area management register 1 56. 

*5. Fifth Embodiment 

The image information processing system of the 
fifth embodiment is described below, the system being 
characterized by encrypting of a program itself and lim- 
iting of accesses to a specific data memory. 

*5.1 Construction of Image Information Processing 
System 

Fig. 23 is a block diagram showing the construction 
ot the present image information processing system. 

The construction of the present image information 
processing system of the fifth embodiment is basically 
the same as that of the first embodiment other than disk 
reproduction drive 350 and control unit 38 respectively 
replacing disk reproduction drive 35 and control unit 37 
of the first embodiment. 



*5.1.1 Disk Reproduction Drive 350 

Fig.24 is a block diagram showing the construction 
of disk reproduction drive 350. 
5 Disk reproduction drive 350 is basically the same 
as disk reproduction drive 35 of the first embodiment 
other than authentication circuit 411 replacing encryp- 
tion circuit 406. 

Authentication circuit 411 judges, before data is 
10 transferred between disk reproduction drive 350 and a 
partner apparatus, whether the partner apparatus is a 
formal apparatus permitted to process AV data. More 
specifically, authentication circuit 411 converts an au- 
thentication code sent from the partner apparatus into 
^5 a value and judges whether the value matches a value 
prestored Internally. If matches, authentication circuit 
411 authenticates the partner apparatus as the formal 
apparatus and notifies microprocessor 409 of the au- 
thentication result. 

Microprocessor 409 does not output the AV data to 
I/O bus 66 unless it receives a notification of authenti- 
cation success from authentication circuit 411. 

The secret key data and the conversion algorithm 
used to generate such a successful authentication code 
arc provided in advance for prcdctGrmined apparatus- 
es. 

As is described above, disk reproduction drive 350 
of the present embodiment makes a judgement for the 
authentication before AV data is transferred. According- 
ly, disk reproduction drive 350 does not encrypt AV data, 
while disk reproduction drive 35 of the first embodiment 
does. 

*5.1.2 Control Unit 38 

Control unit 38, as shown in Fig. 23, includes micro- 
processor 376, authentication unit 379, processor bus 
682, bus t/F 683, first main memory 377, and second 
main memory 378. Of these, microprocessor 376, au- 
thentication unit 379. first main memory 377, and sec- 
ond main memory 378 are not included in control unit 
37 of the first embodiment, which is apparent from the 
comparison between Figs. 3 and 23. 

*5. 1.2-1 Authentication Unit 379 

Authentication unit 379 is a circuit having the secrep 
key data and the conversion algorithm required by disk 
reproduction drive 350 to authenticate a formal appara- 
tus and generates a format authentication code accord- 
ing to an instruction from microprocessor 376. 

*5.1.2.2 First Main Memory 377 

First main memory 377 is a memory accessed by 
microprocessor 376 by means of address specification 
and stores program sets each of which includes a plu- 
rality of instruction codes 
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Figs.25(a)-(c) show the program sets loaded into 
first main memory 377. 

As shown in Fig. 25(a), first nnain memory 377 stores 
reproduction control program 91 and operation system 
program 92. 

Reproduction control program 91 controls the im- 
age information processing system, reproduces DVD- 
ROM 31 , allows display apparatus 71 to output images 
and allows speaker 60 to output voices. Operation sys- 
tem program 92 controls the user program and lets the 
user program activate a program, manages the task, op- 
erates the files, etc. The programs 91 and 92 are com- 
prised of a plurality of instruction codes which are de- 
coded and executed by the microprocessor. 

As shown in Fig. 25(b), reproduction control pro- 
gram 91 includes encryption area 94 in which instruction 
codes are encrypted and non-encryption areas 93 and 
95 in which instruction codes are not encrypted. The in- 
structions (encrypted instructions) prestored in encryp- 
tion area 94 are inslruclion codes lhal have been en- 
crypted by a compiler with encryption function "Encryp 
0" in units of four bytes. 

In the above encryption, each instruction is inde- 
pendently encrypted and order of the instructions is not 
changed by a shuffle. Accordingly, branch target ad- 
dresses of the branch instructions are correct and target 
instructions can be fetched correctly by the addresses 
though each instruction has been encrypted. 

Encryption area 94 also stores AV instructions 
which are instruction code sets (hereinafter called "en- 
cryption AV programs") that access the data mainly 
loaded into second main memory 381. Non-encryption 
areas 93 and 95 store the encryption AV program call 
instruction (the av_call instruction) which an entry ad- 
dress for encryption area 94 as an operand. Note that 
these instructions are loaded as the present inr^ge in- 
formation processing system is activated. 

Fig. 25(d) shows the contents of AV instruction set 
call instruction 96 (the av_call instruction). The instruc- 
tion has digital signature code 98 and encryption area 
management data 99 as well as entry address 97 as 
operands. 

Encryption area management data 99 is related to 
the starting address and the size of encryption area 94. 
Encryption area management data 99 is stored in en- 
cryption area management register 582, which is de- 
scribed later, as shown in Fig.25(c) when AV instruction 
sel call instruction 96 is executed. That is. microproces- 
sor 376 recognizes that encryption area 94 is included 
in the instruction code sets loaded in first main memory 
377 by referring to encryption area management regis- 
ter 582. 

Digital signature code 98 is used to judge whether 
the encryption instruction stored in encryption area 94 
is a formal one and is equal to the code, so called the 
"signature," that authorizes the program creator. 

The digial signature code 98 is an ID code of the 
program creator encrypted by using the generation 



function "SignQ." Accordingly, the third person, who 
does not know the generation function "Sign()," cannot 
forge the digial signature code 98. On the contrary, one 
who knows the the decode function "VerifyO." which Is 

s the inversed function of the generation function "SignO, 
" can identify the program creator and confirm the au- 
thority of the program by confirming the ID code. 

In the present embodiment, the size value of en- 
cryption area 94 is used as the ID code which is unique 

10 to the program. That is, the creator of DVD-ROM 31 can 
prove that the encryption instruction stored in encryption 
area 94 is a formal one by generating, in advance, digital 
signature code 98 with the size of encryption area 94 as 
the ID code and by using generation function "SignO" 

IS and including the code 98 into the av_call instruction 96. 
This makes it possible to detect a user program not hav- 
ing the formal digital signature code 98 or to detect an 
event in which the validity of reproduction control pro- 
gram 91 has been destroyed due to a modification of 
20 digital signature code 98 or reproduction conlrol pro- 
gram 91 . 

*5.1.2.3 Second Main Memory 378 

2S Second main memory 378 is a memory accessed 
by microprocessor 376 by means of address specifica- 
tion and stores the digital data output from disk repro- 
duction drive 350. Note that the address specified by 
microprocessor 376 includes identication information 

30 for selecting either of first main memory 377 and second 
main memory 378. 

*5.1,2.4 Microprocessor 376 

35 Microprocessor 376 executes Instruction codes 
loaded in first main memory 377 in sequence and con- 
trols the whole image information processing system. 

*5.1. 2.4.1 Construction of Microprocessor 376 

40 

Fig-26 is a block diagram showing the construction 
of microprocessor 376. 

Microprocessor 376 is comprised of Instruction reg- 
ister 551 , instruction decoder 552, instruction executing 

^5 unit 553, instruction decrypting unit 554, digital signa- 
ture judging unit 555, AV mode switch authorizing unit 
556, access target memory judging unit 557, instruction 
execution aulhrlzing unit 559, register sel 558, and pro- 
gram counter 560. 

50 Instruction register 551 fetches an instruction from 

first main memory 377 from a location specified by the 
address value of program counter 560. The format of 
the instruction is the same as that of the fourth embod- 
iment as shown in Fig. 19. 

55 Note that after an instruction received by instruction 
register 551 is transferred to instruction decoder 552,. 
the next instruction is read from first main memory 377. 
This cycle is repeated until the end of the program. 
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Register set 558 stores and outputs a plurality piec- 
es of data. Register set 558 includes operation mode 
register 581 and encryption area management register 
582 as well as a general-purpose register used tor cal- 
culations and the like (not shown in the drawings). 

Operation mode register 581 has the same function 
as operation mode register 158 of the fourth embodi- 
ment. 

Encryption area management register 582 stores 
the starting address and the size of encryption area 94. 

Digital signature judging unit 555, responding to a 
request from instruction decoder 552, judges the author- 
ity of input digital signature code 98. More specifically, 
digital signature judging unit 555 compares a value ob- 
tained by converting digital signature code 98 by using 
inverse function "VerifyO" with the size of encryption ar- 
ea 94 stored in encryption area management register 
582 and outputs "TRUE" if authorized by the judgement, 
"FALSE" if not. This is because digital signature code 
98 is equal to a value obtained by converting the ID code 
(the size of encryption area 94) by using inverse function 
"VerifyO." 

AV mode switch authorizing unit 556, on receiving 
signal "TRUE" from digital signature judging unit 555, 
outputs an authrization signal which authorizes instruc- 
tion decoder 552 execute an instruction for switching the 
operation mode to the AV mode. 

Access target memory judging unit 557 judges 
whether the address specified by instruction decoder 
552 is of first main memory 377 or second memory 378 
by referring to an Identifier in the address and notifies 
the judgement result to Instruction execution authrizing 
unit 559. 

Instruction execution authrizing unit 559 judges 
whether the execution of the instruction fetched by in- 
struction decoder 552 is authorized by referring to the 
operation mode of operation mode register 581 and the 
judgement result sent from access target memory judg- 
ing unit 557. If authorized, instruction execution authriz- 
ing unit 559 outputs an authorization signal to instruction 
decoder 552. 

The above judgement is divided into two stages. At 
the first stage, instruction execution authrizing unit 559 
judges whether a privilege infringement occurs by judg- 
ing whether the current operation mode allows the in- 
struction fetched by instruction decoder 552 to be exe- 
cuted, instruction execution authrizing unit 559 does not 
authorize the execution of the inslruclion if a privilege 
infringement occurs, that is, if the RESET or STOP in- 
struction is executed under the user mode, for example. 
At the second stage, instruction execution authrizing 
unit 559 authorizes the execution of the instruction only 
when the instruction is to access second main memory 
378 and the current operation mode is the AV mode. 
That is programs other than reproduction control pro- 
gram 91 , which is executed under the AV mode, are pro- 
hibited from accessing second main memory 378 

Instruction decrypting unit 554. including a circuit for 



executing decryption function ''Decrypt( )," or an in- 
versed function of encryption function '*Encrypt( )." de- 
crypts an encrypted instruction output from instruction 
decoder 552 and returns the decrypted instruction to in- 
5 struction decoder 552. 

Instruction decoder 552 decodes the instruction 
stored in instruction register 551 and outputs, in the or- 
der of decoded executions, addresses obtained through 
the decoding to instruction executing unit 553 having mi- 
10 croprograms. 

Instruction decoder 552 also judges whether the ex- 
ecution of the instruction is authorized before the exe- 
cution. More specifically, instruction decoder 552 out- 
puts a privilege level required for the execution of the 
15 decoded instruction to instruction executing unit 553. If 
the decoded instruction requires an access to a main 
memory, instruction decoder 552 outputs the operand 
of the instruction specifying the address of the access- 
target main memory to access target memory judging 
20 unit 557. Inslruclion decoder 552, on receiving the au- 
thorization signal from instruction execution authorizing 
unit 559, starts controlling instruction executing unit 553 
so that the instruction is executed; performs a certain 
error handling process without executing the instruction 
25 if it docs not receive the authorization signal. 

Instruction decoder 552. on decoding the av_call in- 
struction, outputs digital signature code 98. which is an 
operand of the instruction, to digital signature judging 
unit 555. as well as judging as above. Instruction decod- 
30 er 552 then executes the av_call instruction if it receives 
the authorization signal from AV mode switch authoriz- 
ing unit 558. When the av_call instruction is executed, 
Information on encryption area 94 included in reproduc- 
tion control program 91 is stored in encryption area man- 
35 agement register 582, as described earlier. Therefore, 
instruction decoder 552 judges whether the instruction 
to be decoded is the instruction having been stored in 
encryption area 94 by referring to encryption area man- 
agement register 582. If judged as an encrypted instruc- 
40 tion, the instruction is decrypted by instruction decrypt- 
ing unit 554 then is decoded and executed. 

Instruction executing unit 553, having a plurality of 
microprograms, outputs a microcode when the address 
of the microcode is output from instruction decoder 552. 
45 Fig.27 shows a table stored in instruction executing 
unit 553 showing the relation between instructions and 
privilege levels required to execute the instructions. 

In ihe present embodiment, Ihe STOP and RESET 
instructions are allowed to be executed under the su- 
50 perviser mode, and the read_av instruction, which is 
used to read AV data after obtaining an authorization 
from disk reproduction drive 350 and load image data 
into second main memory, is defined as the AV instruc- 
tion. 

55 The following is the description of major instructions 

which are executed when MPEG data stored in DVD- 
ROM 31 is reproduced as images. 
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*5. 1.2. 4. 1.1 av_call instruction 

The av_cail instruction, being a user instruction, is 
a branch instruction for branching control by microproc- 
essor 376 to the AV instruction set in reproduction con- 
trol program 91 stored in encryption area 94. 

When the av_call instruction is executed, various 
status values in register set 558 including operation 
mode register 581 are saved into the save memory in 
second main memory 378. 

The av_can instruction then changes the operation 
mode to the AV mode by updating operation mode reg- 
ister 581 and stores the size and the starting address of 
encryption area 94 into encryption area management 
register 582. 

The av_call instruction then saves the address from 
program counter 560 to the save memory of second 
main memory 378 and stores the entry address of the 
corresponding encryption AV program, which is includ- 
ed an operand of the instruction, into program counter 
560. 

The above operation allows control to branch to an 
encrypted AV program stored in encryption area 94 to 
continue the execution. 

In tho encrypted AV program of the present embod- 
iment, the following instructions are executed: the 
read_av instruction for reading digital data from an op- 
tical disk; a variety of calculation instructions for decod- 
ing the read digital data with MPEG decoding; and the 
write instruction for transferring the decoded image and 
voice data to video signal processing unit 67. The 
av_return instruction for retuming from the AV mode is 
executed after the reproduction of the encrypted AV pro- 
gram completes. 

*5-1.2.4.1 .2 read av instruction 

The read_av instruction is authorized to be execut- 
ed only under the AVmode. The read_av instruction out- 
puts the AV data read instruction (dsk_read_av) to disk 
reproduction drive 350. instructs authentication unit 379 
to perform the authentication process with disk repro- 
duction drive 350. and loads the AV data from disk re- 
production drive 350 to second main memory 378. 

The MPEG data loaded into second main memory 
378 in the above process is converted into image data 
and voice data after a combiriation of microprograms 
are executed for certain calculations for decompressing 
under MPEG. The image and voice data are stored in 
first main memory 377. The certain calculations include 
an inverse DOT conversion and the like. 

*5. 1 .2.4. 1 .3 write instruction 

The write instruction, being a user instruction, out- 
puts the write instruction and digital data to a specified 
apparatus by controlling bus l/F 683. The write instruc- 
tion transfers the image and voice data decompressed 



under MPEG to video signal processing unit 67. 
*5. 1.2. 4. 1.4 av_return instruction 

5 The av return instruction is a branch instruction for 
letting control return from the AV mode. 

When program counter 560 specifies the av_return 
instruction as an instruction to be executed, the status 
information and address saved in the save memory of 

10 second main memory 378 are returned to register set 
558 and program counter 560. This lets control retum 
to the state immediately before the execution of the 
av_call instruction. The operation mode of the micro- 
^ processor also changes from the AV mode to either of 

75 the supervisor mode or user mode since the previous 
operation mode returns to operation mode register 581 . 

*5.1 .2.4.2 Operation of Microprocessor 376 

20 Now, the operation of microprocessor 376 is de- 
scribed. 

Instruction register 551 fetches an instruction of re- 
production control program 91 from first main memory 
377. 

25 Instruction decoder 552 roads the instruction from 
instruction register 551 and decrypts the instruction if 
instruction decoder 552 judges, by referring to encryp- 
tion area management register 582, that the instruction 
has been stored in encrypted area 94 

30 Instruction execution authorizing unit 559 judges 
whether the execution of the instruction, as it is or de- 
crypted, has been authorized. For the av_call instruc- 
tion, AV mode switch authorizing unit 556 outputs a sig- 
nal indicating either of "authonzed" or 'not authorized.". 

35 Instruction decoder 552 decodes the instruction 
and outputs the addresses of corresponding micropro- 
grams to instruction executing unit 553 if the execution 
of the instruction has been authorized. 

Instruction decoder 552 stops the execution of the 

"^0 instruction and peforms a certain error handling process 
if the execution of the instruction has not been author- 
ized. 

Instruction executing unit 553, on receiving the ad- 
dresses of the microprograms, runs the specified micro- 
ns programs and completes the instruction by executing 
calculations Or outputting control signals to bus l/F 683 
and authentication unit 379 according to the micropro- 
grams. 

50 *5.2 Operation of Image Information Processing System 

Now, the operation of the present image information 
processing system constructed as above is described. 

DVD-ROM 31 is reproduced by running reproduc- 
es tion control program 91 loaded in first main memory 377 
of control unit 38. 

When reproduction control program 91 is run. con- 
trol unit 38 determines the AV file on DVD-ROM 31 to 
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be reproduced. When the AV file is determined, operat- 
ing system program 92 loaded in first main memory 377 
calculates the address of the sector on DVD-ROM 31 in 
which the determined AV file is stored. 

After the sector address of the AV file is determined, s 
control unit 38 executes the av_call instruction of repro- 
duction control program 91 . During the execution of the 
instruction, control unit 38 changes the operation mode 
of the microprocessor from the user mode to the AV 
mode. Control unit then saves the status information. io 
which indicates the current execution status of the mi- 
croprocessor, to the save memory in second main mem- 
ory 378 including the executbn address value of pro- 
gram counter 560, stores the entry address of the en- 
cryption AV program into program counter 560, and is 
moves control to the encryption AV program. 

In the above process, control unit 38 judges wheth- 
er the encryption AV program has been authorized by 
checking digital signature code 98 included in the 
av_call instruction as an operand. Control unit 38 chang- 20 
es the operation mode to the AV mode only when it judg- 
es the encryption AV program authorized. If not author- 
ized, control unit 38 performs an error handling process 
without executing the encryption AV program. 

During the execution of tho AV program under tho 2S 
AV mode, the av_read instruction is executed. The 
av_read instruction lets control unit 38 output the AV da- 
ta read instruction (AV_dsk_read) to disk reproduction 
drive 350. 

Disk reproduction drive 350, on receiving the 30 
AV_dsk read instruction, receives the authentication 
code from control unit 38 and performs an authentica- 
tion process by using the code. 

If the authentication succeeds, disk reproduction 
drive 350 reads and outputs AV data. Note that disk re- 35 
production drive 350 judges whether the digital data to 
be read is AV data by checking the sector header area 
of sector 1 0, In the same way as the first embodiment. 
As a result, disk reproduction drive 350 prohibits the dig- 
ital data from being output if the AV data read instruction 40 
(AV_dsk_read) is not issued for requesting to read AV 
data or the authentication fails. 

The AV data read from disk reproduction drive 350 
with the AVdata read instruction (AV_dsk_read) is load- 
ed into second main memory 378 of control unit 38. ^5 

Control unit 38 continues the execution of the AV 
program under the AV mode and converts the AV data 
in second main memory 378 into image and voice data 
by decompressing the AV data under MPEG. 

Control unit 38 continues the execution of the AV so 
program under the AV mode and transfers the obtained 
image and voice data from second main memory 378 to 
video signal processing unit 67 to output the data as im- 
ages and voices. 

Control unit 38 continues the execution of the AV ss 
program under the AV mode to repeat the above proce- 
dure, namely, reading AV data from DVD-ROM 31 , de- 
coding, and outputting images and voices. 



After the reproduction of the AV data completes, the 
av return instruction of the encryption AV program is ex- 
ecuted. The av_return instruction returns the status in- 
formation including the address and operation mode 
saved in the save memory of second main memory 378 
to register set 558 and program counter 560. This lets 
control return to the state immediately before the 
change to the AV mode. 

*5.3 

As is described above, in the present embodiment, 
the AV data stored in DVD-ROM 31 is read only by a 
formal reproduction control program 91 which insepara- 
bly execute reading and reproducing. This prevents a 
malfunction or an illegal action where AV data read from 
DVD-ROM 31 by a user program other than reproduc- 
tion control program 91 is used without being repro- 
duced. 

Control unit 38 includes second main memory 378 
dedicated to AV data (digital data). Accesses to second 
main memory 378 by user programs operating under the 
user mode are not permitted since second main memory 
378 is protected by the operation mode of microproces- 
sor 376 (AV mode). This prevents a malfunction whore 
a user program is used to record the AV data into a hard 
disk apparatus and the like as a secondary storage. 

Reproduction control program 91 for reproducing 
data in DVD-ROM 31 is stored in first main memory 377 
after being encrypted. Accordingly, it is virtually impos- 
sible for one who does not know the information required 
for the encryption to modify reproduction control pro- 
gram 91 . This also prevents a malfunction where a mod- 
ified reproduction control program 91 is used to record 
the AV data into a hard disk apparatus and the like as a 
secondary storage. 

Encrypted programs also include digital signature 
code 98 with which the authority of the programs may 
be confirmed. It is possible to judge whether a program 
is an encrypted program whose operation is authorized 
by checking the digital signature code 98. This prevents 
a runaway of microprocessor 376 due to the execution 
of an incorrect encrypted program. 

Disk reproduction drive 350 reads AV data from 
DVD-ROM 31 and outputs the read data to control unit 
370 when control unit 370 executes the read_av instruc- 
tion, which is the AV instruction. This prevents a mal- 
function or an illegal action where a user program run- 
ning under the user rrxxJe issues a request directly to 
disk reproduction drive 350 to read AV data. 

The present embodiment provides the dsk_read_av 
instruction which is dedicated to instructing disk repro- 
duction drive 350 to read AV data from DVD-ROM 31 
and allows the read AV data to be stored directly into 
second main memory 378. However, there may be used 
another method other than the dsk read_av instruction 
to prevent an illegal action where the AV data is extract-^ 
ed by using a user program and the like before the Av 
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data is stored in the second main mennory. 

It is possible, for example, to invalidate the reading 
of AV data by the user program by encrypting the AV 
data of DVD-ROM 31. In this case, an instruction is re- 
quired for decrypting the encrypted AV data. The in- 5 
struction may be defined as the AV instruction so that 
the instruction cannot be used by the user program. 
There another option for preventing the above problem. 
That is, such a decryption instruction may be defined as 
the user instruction and the data decrypted by the de- io 
cryption instruction may be output only to second main 
memory 378. 

For any of the above cases, encrypting of AV data 
before the AV data is transferred through I/O bus 66 
makes it unnecessisary to judge whether the data output ^5 
by disk reproduction drve 350 is AV data or to limit the 
output destination. This will eliminate the necessity of 
CGMS data identify circuit 404 for identifying AV data. 

It is needless to say that an encryption algorithm 
with a public key under RSA (Rvest Shamir Adiemann) 20 
instead of DES may also be adopted as a conversion 
algorithm to be included in authentication circuit 41 1 and 
authentication unit 379. 

In the present embodiment, encryption area 94 of 
reproduction control program 91 is encrypted in units of 
four bytes and the order of the instructions is not 
changed by a shuffle. However, another encryption 
method may be adopted as far as the encrypted pro- 
gram area can be executed by the microprocessor En- 
cryption in units of certain bytes other than four bytes. 30 
for example, is possible as far as the encryption is done 
for each instruction. In this case variable-length encryp- 
tion corresponding to variable-length instruction may be 
performed. In this case, however, the size of encryption 
length should be stored in the header unit which is not 35 
encrypted, the header unit being formed in each instruc- 
tion. 

Concerning with the encryption in which order of the 
instructions is not changed by a shuffle, there are other 
methods. A dynamic parameter specific to the encryp- ^^o 
tion program area such as the size of the encryptbn pro- 
gram area, for example, may be used as a parameter in 
encryption function "Encrypt( )." This improves the 
safety since the encryption program areas include dif- 
ferent encrypted codes, though the encryption program -^s 
areas may have the same instructions. 

An encryption in which order of the instructions is 
changed by a shuffle may also be adopted. In this case, 
a third main mamory, which cannot be accessed by user 
programs, may be formed for the decryption. The third 50 
main memory may decrypt collected encrypted pro- 
grams at once. The decrypted instructions then may be 
read into instruction register 551 in sequence. As anoth- 
er option, an address after the shuffle may be specified 
as the branch destination address by an assembler or ss 
a linkage unit. 

In the present embodiment, reproduction control 
program 91 performs, under an AV program, a series of 



processes: reading of AV data from DVD-ROM 31 , de- 
coding of the read AV data with MPEG decoding, and 
transferring of decoded image and voice data to video 
signal processing unit 67. However, reproduction con- 
trol program 91 may have other contents as far as in- 
structions required to access second main memory 378 
are executed under the AV mode. It is needless to say 
that each process may be executed by an independent 
AV program. In this case, however, reproduction control 
program 91 includes a plurality of programs to be stored 
in encryption area 94. 

In the present embodiment, control unit 38 uses a 
component for calculation included in the microproces- 
sor to perform calculations. However, a specific calcu- 
lation set frequently used in the decoding may be 
achieved in the microprocessor as a dedicated circuit if 
the microprocessor does not have an enough calcula- 
tion power As another option, a dedicated circuit, such 
as a DSP, for assisting MPEG decoding may be 
achieved as a peripheral chip of the microprocessor 

A circuit for issuing the AV data read instruction to 
disk reproduction drive 350 may be formed independ- 
ently. A signal line indicating the operation mode of the 
microprocessor then may be input to the circuit so that 
the instruction is issued only when the microprocessor 
is in the AV mode. 

In the present embodiment, first and second main 
memories are achieved as physically different memory 
units. However, one memory unit may be used as two 
logically different units by having independently a mem- 
ory area management register for AV data which man- 
ages the momory space and defines the memory space 
being equal to second main memory 378. In this case, 
the memory area management register for AV data may 
be accessed only under the AV mode. Under other op- 
eration modes, it should only be possible to refer to the 
memory area management register. Furthermore, if an 
active value is not set in the memory area management 
register for AV data after the operation mode changes 
to the AV mode, the microprocessor will be required to 
search and assign an unused memory space for the op- 
eration under the AV mode. 

In the present embodiment, instruction decrypting 
unit 554, digital signature judging unit 555, AV mode 
switch authorizing unit 556, access target memory judg- 
ing unit 557, and instruction execution authhzing unit 
559 are included in the microprocessor However, it is 
needless lo say thai these units may be achieved as the 
circuits outside the microprocessor. 

In the present embodiment, authentication unit 379 
is formed as a circuit outside the microprocessor in con- 
trol unit 38. However, authentication unit 379 may be 
included in the microprocessor Another option relating 
to this is not to use such a circuit and to allow microproc- 
essor 376 to execute a special program which can only 
be used by a program for reproducing images. 

In the present embodiment, only the microproces- 
sor can access the main memory. However, with a con- 
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struction including a dedicated apparatus such as a 
DMA controller or a DSR illegal data transfers where 
second main memory 378 is accessed under an opera- 
tion mode other than the AV mode may be prohibited by 
checking the operation mode before data is transferred s 
by the dedicated apparatus. 

In the present embodiment, encryption area man- 
agement register 562 stores the starting address and 
the size of encryption area 94. However, a pair of the 
starting and ending addresses, or common bits starting io 
from MSB (Most Significant Bit) in the address in the AV 
data area, may replace the pair of the starting address 
and the size- 
In the present embodiment, the execution of an in- 
struction is stopped and a certain error handling process i5 
is executed when the execution of the instruction has 
not been permitted. However, the operation may be ex- 
ecuted as a "no operation" (nop) instruction instead of 
the error handling process to prohibit the access. 

Reproduction control program 91 of the present em- 20 
bodiment may be provided by DVD-ROM 31 with the AV 
data. In this case, reproduction control program 91 is 
read from DVD-ROM 31 and loaded into first main mem- 
ory 377. In this case, reproduction control program 91 
may become unique to each application if the AV data 2$ 
is encrypted with an encryption key which is unique to 
each application and reproduction control program 91 
has a key for decrypting the encryption. This makes the 
security level tighter. 

For each of the above embodiments, video signal 30 
processing unit 67 may be achieved as a removable 
card-type apparatus that includes a connection unit for 
connecting the unit to I/O bus 66 and is attached to an 
extended card box of the present image information 
processing system. In this case, video signal processing 35 
unit 67 is called a video card. 

In ail the above embodiments, video signal process- 
ing unit 67 includes a graphics generation function and 
a image combination function. However, the image com- 
bination function may be achieved as a video combina- 
tion unit as an external element. 

I nail the above embodiments, DVD-ROMs are used 
as information record mediums. However, other infor- 
mation record mediums such as CD-ROMs, magnetic 
disks, and magnet-optical disks may be used instead of ^5 
DVD-ROMs as far as the information record area is 
managed in units of sectors and the sectors can be man- 
aged by a filing system. 

In all the above embodiments, disk reproduction 
drive 35 is used to read digital data from DVD-ROM 31 . so 
However, other apparatuses may be used instead of 
disk reproduction drive 35 as far as the apparatuses can 
road digital data including imago information and can 
read image idenfication information which indicates 
whether the digital data is image information. Such ap- 55 
paratuses may be, for example, apparatuses which read 
such digital data through broadcast and communication 
lines such as digital broadcast by the satellite broadcast. 



In this case, the data reading means is a receiver that 
receives digital broadcast The digital data may also be 
read via internet, which uses the CATV line or the tele- 
phone line. In this case, the data reading means is a 
receiver In data transfers through broadcast or commu- 
nication lines, the digital data is transferred in units of 
packets. In this case, the image identification informa- 
tion is included in the packet header area which is the 
header area of the packet. 

In all the above embodiments, hard disk apparatus 
64 may be replaced with another apparatus such as a 
magnet-optical disk apparatus, a magnetic tape appa- 
ratus, and a phase-change-type DVD-RAM apparatus 
as far as the digital data is recorded in the apparatus. 

Claims 

1. A microprocessor for executing an instruction load- 
ed in a memory, the microprocessor comprising: 

instruction fetch means for fetching the instruc- 
tion from the memory; 

instruction decode means for decoding the in- 
struction fetched by the instruction fetch 
means, wherein the instruction includes an AV 
data reproduce instruction; and 
execute means for executing the instruction de- 
coded by the instruction decode means, 

wherein the execute means comprises: 
an AV data reproduce unit for, when the in- 
struction decode means decodes the AV data re- 
produce instruction, inseparably executing a proc- 
ess of storing compressed AV data into the memory 
and a process of decompressing the compressed 
AV data of the memory. 

2. The microprocessor of Claim 1 further comprising: 

operation mode storage means for storing an 
operation mode, wherein the operation mode is ei- 
ther of a first operation mode under which all kinds 
of instructions may be executed and a second op- 
eration mode under which certain kinds of instruc- 
tions may be executed, 

Wherein the instruction decoded by the in- 
struction decode means includes an AV data store 
instruction and an AV data decompress inslruclion, 

wherein the instruction decode means de- 
codes the AV data store instruction only when the 
mode storage means stores the first operation 
mode, 

wherein the execute means further compris- 
es: 

a storage unit for performing the process of 
storing compressed AV data into the memory 
when the instruction decode means decodes 
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the AV data store instruction; and 
a decompress unit for performing the process 
of decompressing the compressed AV data 
when the instruction decode means decodes 
the AV data decompress instruction, 

wherein the AV data reproduce unit updates 
the operation mode of the operation mode storage 
means to the first operation mode before perform- 
ing the process of storing compressed AV data into 
the memory and the process of decompressing the 
compressed AVdata respectively based on the AV 
data store instruction and the AV data decompress 
instruction. 

3. The microprocessor of Claim 2, 

wherein the instruction decoded by the in- 
struction decode means includes an AV data read 
instruction and an AV data decrypt instruction, 

wherein the execute means further compris- 
es: 

a read unit for reading encrypted compressed 
AV data from an external apparatus when the 
instruction decode moans decodes tho AV data 
read instruction; and 

a decrypt unit for decrypting the encrypted com- 
pressed AV data when the instruction decode 
means decodes the AV data decrypt instruc- 
tion, 

wherein the AV data reproduce unit performs 
the process of reading encrypted compressed AV 
data and the process of decrypting the encrypted 
compressed AVdata respectively based on the AV 
data read instruction and the AV data decrypt in- 
struction before performing the process of storing 
compressed AV data into the memory. 

4. An image information processing system compris- 
ing: 

an AV data read apparatus for reading digital 
data from an external medium, encrypting the 
digital data if the digital data is compressed AV 
data, and outputting the encrypted compressed 
AV data; 

an AV output apparatus for receiving image da- 
ta and voice data, converting the image data 
and voice data respectively into an image sig- 
nal and a voice signal, and displaying an image 
and outputting a voice; 

a control apparatus, comprising tho microproc- 
essor and the memory described in Claims 1 
and 3, for converting the encrypted com- 
pressed AV data output from the AV data read 
apparatus into the image data and the voice da- 
ta and transferring the image data and the voice 



data to the AV output apparatus. 

5. The microprocessor of Claim 1, 

wherein the execute means further comprise: 
5 a microprogram storage unit for prestoring at 

least a microprogram corresponding to each in- 
struction decoded by the instruction decode means, 
wherein the AV data reproduce unit performs 
the process of storing compressed AV data into the 
10 memory and the process of decompressing the 
compressed AV data based on the microprogram 
prestored in the microprogram storage unit. 

6. The microprocessor of Claim 5, 

wherein the AV data reproduce unit performs 
a process of decrypting encrypted compressed AV 
data to generate the compressed AV data before 
performing the process of storing the compressed 
AV data into the memory. 

20 

7. The microprocessor of Claim 6, 

wherein the AV data reproduce unit reads the 
encrypted compressed AV data before performing 
the process of decrypting the encrypted , com- 
25 pressed AV data. 

8. An image information processing system compris- 
ing: 

30 an AV data read apparatus for reading digital 

data from an external medium, encrypting the 
digital data if the digital data is compressed AV 
data, and outputting the encrypted compressed 
AV data; 

55 an AV output apparatus for receiving image da- 

ta and voice data, converting the image data 
and voice data respectively into an image sig- 
nal and a voice signal, and displaying an image 
and outputting a voice; 

a control apparatus, comprising the microproc- 
essor and the memory described in Claims 1 
and 7, for converting the encrypted com- 
pressed AV data output from the AV data read 
apparatus into the image data and the voice da- 
^5 la and transferring the image data and the voice 

data to the AV output apparatus. 

9. A microprocessor for executing an instruction load- 
ed in a memory, the microprocessor comprising: 

so 

instruction fetch means for fetching the instruc- 
tion from the memory; 

instruction decode means for decoding tho in- 
struction fetched by the instruction fetch 
55 means; 

wherein the instruction includes an AV data 
read instruction. 
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wherein the instruction decode means conn- 
prises a privilege infringement monitor unit forjudg- 
ing whether a privilege infringement has occurred if 
the instruction fetched by the instruction fetch 
means is the AV data read instruction, and stoping 
decoding of the AV data read instruction if the priv- 
ilege infringement monitor unit judges that the priv- 
ilege infringement has occurred; and 

execute means for executing the instruction 
decoded by the instruction decode means, 

wherein the execute means comprises: 

an AV data read unit for, when the instruction 
decode means decodes the AV data read instruc- 
tion, reading compressed AV data from an external 
medium and storing the read compressed AV data 
into the memory. 

10. The microprocessor of Claim 9, 

wherein the privilege infringement monitor 
unit, comprising an operation mode storage unit for 
storing information specifying a current operation 
mode of the microprocessor, judges that the privi- 
lege infringement has not occurred if the instruction 
fetched by the instruction letch means is the AV data 
read instruction and if the information stored in the 
operation mode storage unit specifies an operation 
mode under which only instructions for processing 
AV data may be executed. 

11. The microprocessor of Claim 10, 

wherein the instruction decoded by the in- 
struction decode means further includes an AV data 
transfer instruction, 

wherein the execute means further comprises 
a transfer unit for, if the instruction decode means 
decodes the AV data transfer instruction, transfer- 
ring the compressed AV data from the memory to a 
specified location, 

wherein the execute means further compris- 
es: 

an area storage unit for storing information 
which specifies a predetermined AV data area 
of the memory; and 

an access area monitor unit forjudging whether 
the specified location is in the predetermined 
AV data area by referring to an address of the 
specified location and stopping the transferring 
of the compressed AV data to the specified lo- 
cation. 

12. The microprocessor of Claim 11 , 

wherein the access area monitor unit stops 
transferring of the compressed AV data by cutting 
an output of an address signal output by the micro- 
processor. 

13. An image information processing system compris- 



ing: 

an AV data read apparatus for reading digital 
data from an external medium, encrypting the 
s digital data if the digital data is compressed AV 

data, and outputting the encrypted compressed 
AV data: 

an AV output apparatus for receiving image da- 
ta and voice data, converting the image data 
10 and voice data respectively into an image sig- 

nal and a voice signal, and displaying an image 
and outputting a voice; 

a control apparatus, comprising the microproc- 
essor and the memory described in Claims 1 
^5 and 12. for converting the encrypted com- 

pressed AV data output from the AV data read 
apparatus into the image data and the voice da- 
ta and transferring the image data and the voice 
data to the AV output apparatus. 

20 

14. An image information processing system compris- 
ing: 

a first storage means for storing a reproduction 
25 control program for reproducing compressed 

AV data, wherein the reproduction control pro- 
gram includes a set of encrypted instructions 
and a set of not-encrypted instructions, wherein 
each of the encrypted instructions includes an 
30 instruction for dealing with the compressed AV 

data and each of the not-encrypted instructions 
includes a call instruction for moving an execu- 
tion control to an encrypted instruction; and 
a microprocessor which comprises execute 
35 means for executing an instruction stored in the 

first storage means, 

wherein the execute means comprises: 

40 an execution prohibit unit for prohibiting the call 

instruction from being executed based on a sig- 
nature code included in the call instruction; and 
a decrypt unit for decrypting the set of encrypt- 
ed instructions before the set of encrypted in- 

45 structions are executed. 

15. The image information processing system of Claim 
14. 

wherein the execution prohibit unit judges 
50 whether an instruction to be executed generates a 
privilege infringement and prohibits the instruction 
from being executed if the execution prohibit unit 
judges that the instruction generates the privilege 
infringement. 

55 

16. The image information processing system of Claim 
1 5 further comprising 

second storage means, 
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wherein the microprocessor further compris- 
es an operation mode storage unit for storing infor- 
mation specifying a current operation mode of the 
microprocessor, 

wherein the execution prohibit unit prohibits s 
the instruction from being executed if the instruction 
is to access the second storage means and if the 
information stored in the operation mode storage 
unit specifies an operation mode under which in- 
structions for processing AV data are prohibited io 
from being executed. 

17. The image information processing system of Claim 
16 further comprising: 

75 

an AV data read apparatus for reading com- 
pressed AV data from an external medium and 
outputting the compressed AV data; 
an AV output apparatus for receiving image da- 
ta and voice dala, converting the image dala 
and voice data respectively into an image sig- 
nal and a voice signal, and displaying an image 
and outputting a voice; 

wherein the microprocessor, based on the re- 2S 
production control program, converts the com- 
pressed AV data output from the AV data read ap- 
paratus into the image data and the voice data and 
transferring the image data and the voice data to 
the AV output apparatus. 30 
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